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Well-Known Port
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Well-Known Port

BRE &KEE B0 #RO RAD

ft Copyright (c) 1993-1999 Hicrosoft Corp. -
#

# This file contains port numbers for well-known services defined by IANA

#

# Format:

#

# <service name> <{port number>/<{protocol> [aliases...] [#<comment> ]

#

echo ¥/tcp

echo 7/udp

discard 9/tcp sink null

discard 9/udp sink null

systat 11/tcp users #tActive users

systat 11/tcp users #Active users

daytime 13/tep

daytime 13/udp

qotd 17/tcp quote #Quote of the day

qotd 17 /udp quote #Quote of the day

chargen 19/tcp ttytst source #Character generator
chargen 12/udp ttytst source #Character generator
ftp-data 28/tcp #FTP, data

ftp 21/tcp H#FTP. control

telnet 23/tcp

smtp 25/tcp mail #Simple Mail Transfer Protocol
time 37/tcp timserver

time 37/udp timserver

rlp 39/udp resource #iResource Location Protocol
nameserver 42/tcp name #Host Hame Server
nameserver 42 /udp name #Host Hame Server

nicname 43/tep whois

domain 53/tcp #bomain Hame Server
domain 5£23/udp #Domain Mame Server
bootps 67 /udp dhcps #Bootstrap Protocol Server
bootpc 68/udp dhcpe #Bootstrap Protocol Client
tftp 69/udp #Trivial File Transfer
gopher 78/ /tcp

finger 79/tcp

http 88/tcp wuww wwu-http #iorld Wide Web

kerberos 88/tcp krb5 kerberos-sec #Kerberos

kerberos 88/udp krb5 kerberos-sec #Kerberos
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1 E 3% D Angry IP Scanner

',5"' Random - Angry IF Scanner

File Goto Commands Favorites Tool: Help
Base IF: | 140.129.136.2 | IP Mask: |255.0.00

Hostname: |coven-277040414 | [ 4 IP | Cowat: | 100

[P Ping Hostname
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T TCPapEL P » WL i § L ehe 32 0

B Synchronoze (SYN) @ #* &g=4ai 2 S aug £ -

B Acknowledgement (ACK) @ % &rgini /@ and ik o
B PUSH (PSH) : = Frix 14 eyt o

B Urgent (URG) : 4t¢ ¢ 3 Jf = Al o2 o

B Finish (FIN) : i 5rigzg % 3 wﬁﬁi%lé%‘i °

B Reset (RST) : & #rkcd:g s o
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HEE AR

e Y Three Way H hak
R Agi?ﬂdp B?tﬂ: ' ree Way Handshake

B | 1921681.2:2342 Syn ->192.168.1.3:80

][é; SYN ’ EB P‘ B’&r% v]{ J'_ l@; 192.168.1.2:2342 <--------- Syn/ACK------------- 192.168.1.3:80
SYN g ra f‘g. B SYN/ACK 19216812232 Ack- ~192.168.1.3:80
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B SYN Stealth
B Xmas Scan
B FIN Scan

B NULL Scan
B [DLE Scan

B TCP Connect
B RPC Scan
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L ( half ComputerA ComputerB
Y e 192.168.1.2:2342- - wceme-Syemmememee- 192.168.1.3:80
open scan) » F] A T Sy
) g rg 192168122342 orgyn/ackcrne 192.168.1.3:80
4 g FEC- B = ?#. 5770 192.168.1.2:2342- =1 —— >192.168.1.3:80
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ComputerA ComputerB
192.168.1.2:2342 syn >192.168.1.3:80
192.168.1.2:2342< syn/ack 192.168.1.3:80

192.168.1.2:2342 RST >192.168.1.3:80




Xmas Scan
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B = - R P aPortyc 33 4-FIN ~ X-mas ~ Null Scan
gt é > Bl E v - BRST4te 5 % H_F xhPort
Pl g Ltk Fe o

ComputerA ComputerB
Xmas scan directed at open port :

192.5.5.92:4031 ----------- FIN/URG/PSH----------- >192.5.5.110:23
192.5.5.92:4031 <--------- NO RESPONES--—--------- 192.5.5.110:23

Xmas scan directed at closed port :
192.5.5.92:4031----------- FIN/JURG/PSH----------- >192.55.110:23
192.5.5.92:4031 <------------- RST/ACK ---------—---- 192.5.5.110:23



Xmas Scan
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ComputerA ComputerB
FIN scan directed at open port :

192.5.5.92:4031----------------- FIN -- >192.5.5.110:23
192.5.5.92:4031 <--------- NO RESPONES----------- 192.5.5.110:23

FIN scan directed at closed port :
192.5.5.92:4031--nmmmmmmmeeen [N — >192.5.5.110:23
192.5.5.92:4031 <------------- RST/ACK -------m-mo-- 192.5.5.110:23
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ComputerA ComputerB
NULL scan directed at open port :

192.5.5.92:4031----------- NO FLAGS SET---------- >192.5.5.110:23
192.5.5.92:4031 <--------- NO RESPONES----------- 192.5.5.110:23

NULL scan directed at closed port :
192.5.5.92:4031------------ NO FLAGS SET-------- >192.5.5.110.23
192.5.5.92:4031 <------------- RST/ACK -------------- 192.5.5.110:23
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IDLE Scan
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IPID Probe
>
SYNIACK Packet .
[ Attacker] Zombie
Response; IPID=31337
-

RST Packet
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IDLE Scan
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"
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IPID Probe __ IPID Probe _
SYN/ACK SYN/ACK
A | Response;IPID=31339 | Z A |Response:lPID=31338 | £
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B NMAP & - B2 A2 5 eh1l & > p a0 3
UNIX (Linux) %% % Wlndowsh,li (5
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SuperScan

SuperScan 4.0

Scan  Host and Service Discovery IScan Elplluns] Tools 1 Windows Enumelalmn} About I

¥ Haost discovery ¥ Echa Request Tirmeout [ms] 2000
o [~ Timestamp Request
e n B A l‘} "]:' A= ° I Adoress Mask Request

u p r Ca —;:—‘- P P N I B b [ ) [~ Information Request
e
@
=
>
v

¥ UDP port scan Timeout [ms) 2000

Stait port | ! ) Scanlype 5 Data ¢ Data+ICHP

-»
End part 11
52 [™ Use static source port
Resdports famfie > | |67:69 v P

Clear Selected Clear All

1. #:EPing%ZHIPEE s b oo
2. IP{cigid & fiqn 3 4k o

3. &P %7 "o ko Port

4, ¥ P BT ok BRI o

[+ TCP port scan Timeout [ms]  |4000
T -~
Start port ‘ N Scantype  © Connect (% SYM
o End port i
13 [™ Use static source port
Read poits from file -» 15 w s

Clear Selected Clear All
Restare Defaults

00:05 Raved log file Lave: 0 TCF open: 0 UDF open: 0 254254 done
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Netcraft
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Neteraft - Search Web by Domain - Microsoft Internet Explorer

#EE ®ED #wR0 HEHEEQW IAD HE® "
A Tppm 4y p 7 24
D KB G Pue Jramnr @ 35 € PHHLO3®
#AHED) @j hitp fsesrchdns.netoraft.com/Pposition=limited &host=www edu.tw b a BE EE G':ﬂ -
site Search
_IIETCRA
| Netcraft ‘ News ‘
Search web by Domain
Explore 6,534,940 web sites visited by users of the Netcraft Toolbar 10th August 2008
Search: search tips
site contains | | edu. tw
example: site contains .zco.com
Results for www.edu.tw
Found 1 site
Site Site Report  First seen Netblock 0s
1. www.edutw #ugust 1995 imported inetnum object for MOEC Windows Server 2003
COPYRIGHT @ NETCRAFT LTD 2007
E7ERk * (BRAEEERR - i TSR
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B Apache Server 2.x : iz :zhttpd.confs# % » “c
» Header set Server “Banner 7 & " o

B ||S Server: & * 1 & 47 ;'1IS Lockdown Tool
& ServerMask o
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B SocksChalin
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Hame | Port| Application. |
@ Testchsin 1081

M Proxy Manager
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K X SocksChain starting P | sockss  [sockss  [HTTR - 2

RELDY
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B HTTPort (client) 2 HTTHost (server) #_#4
Fenl B oo w ok kdixie TCPI E 518
HTTPt: 2 = i i (tunnel) -
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Mri P Hmgr? Vgt Bd ks
L ePorthd BB o> R THTTP (Port 80) %
HTTPS (Port443) - 4c% & & * 524 PR
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