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B Net Bios Null Sessions
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Net Bios Null Sessions
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Net Bios Null Sessions
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Bk P &R chlPizyat §192.34.34.2 -

B Window:x : C:\>net use \\192.34.34.2\IPC$ *
/u:””

B Linuxix @ $ smbclient \W192.34.34.2\\ipc\$ " —
U (1324
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SuperScan4
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Wlndows Enumeration
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Ready

Scan | Host and Service Discovery | Scan Options | Toolz  Windows Enumeration lAbout ]

Hostname/IP/URL [140,129136.2 Emmerate | Options.. | Clear |
Enumeration Type Alerter Stopped Alerter
MetBlOS Mame T able ALG Punning Application Layer
MULL Session Gateway Service
MAC Addresses Apache? Punning Al.sachez
A Applocale Stopped Microsoft AppLocale
‘whorkstation type AppMomt Stopped Application Management
Uszers aspnet_state Stopped AZP _NET State Service
Groups AudioSrw Punning Windows Audio
RPC Endpoirt Dump AYP Runn:?.ng Easpersky Ant,i—Vix.'us 6.0
- BITS Bunming Background Intelligent
Account Policies Transfer Service
Shares Erowser Punming Compuater Browser
Domainz Cigwe Stopped Indexing Service
Fiemote Time of Day ClipSrwv Stopped ClipBook

cly_optimization wZ.0.E0727_32F Stopped -NET DTuntime

Logon Sessions
g Optimization Serwvice wZ.0.5072Z7_XE86

Drives COMSysipp Stopped COM+ Svystem Application
Truzted Damains CryptSwve Funming Cryptographic Services
Services DeoomLaunch Bunmineg DCOM Serwver Process
FRegisty Launcher
Dhep Bunnineg DHCP Client
dmadmnin Stopped Logical Disk Manager
Administrative Serwvice
dmserver Punning Logical Disk Manager
Dnscache Bunning DNE Client
Dot3swe Stopped WMired AutoConfig
EapHost Stopped Extensible
Authentication Protocol Service
RR&we Purmd e Errnr Bennrtineg Serwice
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B GetAcct

B GetAcct™ 7 jE 17 2. Windows NT/2000/XP/2003 %
= _F R B I o

BMRIDE§ & * F& 2 iTE LR % F s

- i
F o



GetAcct
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"Remote

R 22 Hs
O £ J

4 "End

. %J » P4t
NetBIOS ¢ ]i
ComputerJ i
»~ 10001 + endc
of RID | # = o
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4% & % 51007 :% #
ﬂia] » 1100 - FF3% & 22600

g+ #1000 i t& %i B
%;i «ff " Get Account | %4

(@)

€9 Getheet
File Zettings Help

End of RID

Z000

Remcte Computer

Domain/Computer Naue

WAKTE7UGSLHI3HE

140.129. 136, 20%

Cet Account

computer name:

user name:
active time: 0:0:0
idle time: 0:0:0

User |Hame |Fu11 name |Comment |U5r cummer‘Passwor|Priu |Prina|l]p|l]p|l]p|ﬂl
588 Administrator TR 343days Administrator 513 n
581 Guest R ZER Bdays B Guest 513 n
513  None —AE R HE Yy |
18088 TsInternetUser TsInternetiS{E{HHE 343days Guest 513 n
18681 NetShowServices Windows MeWindows MeWindows Me343days Administrator 513 n
16882 HetShow Administ L]
1803 IUSR_WAKYE7UGSDYX Internet Z[E7ZHEY IE47FHr 1289days Guest 513 n
1084 IWAH_WAKYEZUGSDY SR 11S [ fF2EME A 11 FE2ERE A 289days Guest 513 n
admn sruadmn 343days User 513 n
T Cerry 289ays Adninistrator o 1
mars 197days Administrator 513 n
1888 xoops123 xoops123 Gdays BlUser 513 n
< >
140.129.143.172 ~
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B Null sessions ¢ 2 3 >TCP 1392 TCP 445
port > = % i * &5 FPort™ 1 B-H BE oo

B Null sessions ;= 2Windows 2003 Server*
i iE o

B ¥ \Windowsdx it /1 & _t B BFWINS Client
TCP/IP > JT&? R SMBPE G2 o
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B RS (registry) U LT (
anonymous user) & » - 2 FdeT

1.4~ B regeditx 35
HKEY LOCAL_ MACHINE\SYSTEM\CurrentC
ontrolSet\Control\LSA\restrictanonymous -

2. # " 13:x, > Data Type: DWORD - Value: 2
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B SNMPE_i§ ¥ g5t ¢ 24 2 (Simple Network
Management Protocol) - g2 % &£ N7
F (Requests) ¥ % Bk # (Agents) , :é
stAgentsiI& ¢ Hw BiEw o

7 oRendte ¥ 70 - R HE R TEkE
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B MIB (Management Information Base ) _
SNMP &g 3 331 2 o

B MIB# i=SNMP Agent & #& 3 3 ek & £
> A SNMPae g ¥ 32 5k ch i o
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B MIB-I1 2L EMIBH T 375K & -
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B Getif —_—

Parameters llmerfacesl Addrems] Routing Table } Lrp ] Gen. Table ] Reachabﬂ.ity] Traceroute ] HiLookup ] Ip d]s:overy] MBmwser] Graph ]

Hostname  [140130.047 772 + | - SHMP Parameters

DS [ — Reed community [public ~ Timeout 2000 SHMP Port 161

TP address  [[a01z0. 5 oo G private ~ Retries .

Syslame [THU-Core_ tnu edu tw Ifwnber  [L1

E’ / - \4; - SysContact B SysServices  [7g
] v 14 3

K-—‘ —ﬁ SysLaocation [
” SysDeser Cisco Internetwork Operating System Software [0S (tm) s72033_rp Software (572033 _p-[PRERVICESK9-M), Version 12 2{18)3XFJ, RELEASE
BOFTWARE (fcl).. Technical Support: http fwew ciso comfechsupport. Copyrizht (&) 1986-2007 by cisco Svstems, [ne. Compi

SNMPE®F B | oo

SysllpTime  [57.07.08.24.98

Confignration

Agents & 78 B g £F | i) ) s

Telnet application [telnet exe

,:\}1. I B _\ A T
X E_E ﬁ.{.){\‘ ° F
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B Solarwinds

B Solarwinds&_ - e s®1 L > @ 79
Discovery ~ Cisco Tools ~ Ping Tools .
Address Management ~ Monitoring ~ MIB
Browser ~ Security ~ Miscellaneous -
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B SNScan

B & Windows-based
SNMP scanner? v A R
gt b B ECT SNMP e
B U F M de I N
SNMP Ports » 7= ¥ & #
publicz & * *‘5 A T_in
community names -

(5] AEH|

IP addresses to scan

Clear Selected
Clear &l

Hostname/AF |14U.129.138.2 Start IP EndIP

1401291401 140.129.140.254
Statlp | [140 123 140

EndIFP & 140 0123 140 . 254

Read IPs fram file Browse..

SHMP ports to scan Scan control

SNMP community string

(+ Just ty thiz one name | public [™ Randomize scan order ’
" Multiple narnes from list i} Timeout [me] | 2000 i‘

| D escription |
Liru radiuz.tnit edu.bw 2.6.11-1.1369_FC4zmp #1 SMP ThuJun 2 23:08:39EDT 2005 686
HP ETHERNET MULTI-EMYIROMMENT ROM % 2911 JETDIRECT JD115.EEPROM V2913,
HF ETHERMNET MULTI-ENYIRONMENT ROM none JETDIRECT D135 EEPROM . 33.57 C1..
Metdpp Release 7.0.3P3: Thudan 19 03:36:31 PST 20068
ETHERMET MULTI_ENVIROMMENT ROM H_07_19.JETDIRECT EX.JD28,EEPROM 3.51
Cisca Intemetwork Operating Syster Software 105 [tm) 572033 _rp Software (572033 _ipIPSE...

v 181 ™ 193
I~ 182 [~ 39
™ 193 I~ 1933

IP ‘ Part | Name
14012314030 181 public
14012914038 181 public
14012314096 161 public
140123140153 181 public
140129140200 181 public
140.129.140.254 161 public

Scanned: 152441524 Save
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B Winfingerprint I —

" IP Range " 1P List @+ Damain " Active Directory © WMI API
* single Host ( Meighborhood W win3z OS Version W Users ¥ Patch Level Exit
IF Address: . .
14012514014 v Mull IPC$ Sessions W Services [ MAC Address Clear
¥ MNetBIOS Shares W Disks W Sessions

v Date and Time [ Groups Event Log

-
I¥ Ping Host(s) W BPC - 2:_00":5 Help

B Winfingerprint_iL %

General Options

___r j—l j /\ - y / “, E' P v TCP Portscan Range: 1 1024
- —
/ ' ‘]1 m - | Timeaut far TCR/UDP/IGMP/SNMP: 5 ¥ UDP Portscan Rangs: 5 1024
. i ing: bl
. ,—3 Max Connections: ,—1024 ¥ SMMP Comrmunity String: public

\\‘ —7 = ’ 2 ~
— - = =
, ‘z — l -I Mo response from nbtstat paclet ~
w — Mo response from nbtstat packet

Mo response fram nbtstat packet
No response from nbtstat packet
140,129,140.14 does not support NetBIOS over TCP,

) 2 r / 2 -
‘{‘ J > 2 Lj L systemn.sysDescr @ 140.129.140.14 www tnit.edu tw:Z1ftcp ftp 220 Gene6 FTP Server v3.7.0 (Builc
£ + ‘g N N P 140.129.140.14 wwp tnit.edutw:80/tcp hitp Server: Microsoft-11S/6.0
e - A "_' 14 140,129,140,14 www tnit edutw, 51 /4ep

140.,129.140.14 www tnit edutw 123 udp ntp
140,129,140.14 www tnit.edutw 135 udp epmap

~/ J - - y / > 140,129.140.14 www tnit edu.tw 137 udp nethios-ns
E I 140.129.140.14 www tnit edu.tw 138 udp netbios-dgm
Y z f ] ] 140.129.140.14 www tnit.edu.tw 139 udp
T~ - -~ 140.129.140.14 www tnit.edutw 445 udp microsoft-ds
140.,129,140.14 www.tnit.edutw 500 udp isakmp

Sean completed in 104917 seconds

A
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http: ffwinfingerprint.sourceforge. net
rnailto:vacuurm@users. sourceforge.net
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default password list

Browse by character: ABCDEFGHIJKLMNOPQRSTUVWXYZ0-9

Search
Manufactor: d-link
Product:

Contribute to the default password list.
Add your own experience

Manufactor: Froduct:
Protocol: | MUl v accec

U=zer ID: Fazsword:

Last updated 2006-08-22 16:54:16 (GMT+1)
contact at defaultpassword dot com

Revizion:
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