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(") Obtain an IP address aukomatically PC Marme |MyPC
(%) Use the Following IP address O DNS Domain |dnsserver
IP Address [192.168, 0 .101
H Workgroup |LAN
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Met Drive M S50 M:
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+
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(3) & ¥ TeoPort : tep.port==80
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S g 2 g ; FL. 0

848462 140,96

11 1
059679 o 140,224
L =

4 Frame 56 (73 bytes on wire, 73 hytes captured)

+ Ethernet II, src: shuttle_43:1a:00 (00:30:1kh:43:1a:000, Dst: siara_00:86:00 (00:30:88:00

+ Internet Protocol, Sro: 140.129.136.2 (140.129.136.20, Dst: 140.129.140.58 (140,125,140,

+ Transmi=sinn cantral Pratacn]. See PArT: 58076 (RROZAY. nst Port: hrttn (RO, ser: 1. ack! ¥
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0020 B¢ 3a e6 2e 00 50 15 ab bS dc 7e 2d al ac 50 18 R < B e Lot
ooz0 fF f£F 2d &d 00 00 45 45 41 44 20 2f 20 48 54 54 ..M. HE AD / HTT
0040 50 2f 31 2e 30 0d 0a 0d Oa PO .. .

Marvell Gigahit Ethernet Comtroller (Mizrosoft's === | Packets: 5211 Displayed: 97 Marked: 0 Prafile: Defanlt
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|| At Spoater
Detect and Alert
Set password

=

Belect an Adapter

IP Address:
Subnet Mask:
Defanlt Gateway:
MAC Address:

GIW MAC Address:

Bandwidth:

140.129.136 2

4552552550

140.129.136 254

00-30-1B-43-14-00

(00-30-88-00-86-00

Detect and Alert
Set password

[]Us= Filter Rules

Check if a newer version is avadlable at startup.

[ 8how the options window at startup

] spoofing ai ]
[ Ao start spoofing at startu;

] Protect A pplication with Pass e
Qptions

Q\ Scan

Spoof

|| At Spoater
g Detect and Alert

Set password

=

Bean Dialog

Display Scan dialoghox for setting the range of address

if the number of hosts aye greater than

Antofcan
Sean hosts antomatically
A lways select up hosts for spoofing.
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RRF 2

Spoofing Types ARP Operation
o) () ARP_REQUEST
X <= Crateway
|| At Sponter o) i
-» Cateway (¥) ARF_REFLY = m‘I
g Dietect and Llert E 8=
Set password Spoof-Tpdate Time: 10| meonds
IF Forwarding Son St Opten ol romepage  Lve b e
At aza Router (or Gateway) while spoofing. 0 13 * [ LocelHostsInfo {13%97) | Remob Hosklnfo (I3118) |  Sesionslnfo (19:24Z) |
~
& With Infernal Rowter () With Systemm Router J 140129.143.133 IP Address Hostnsime 08 Vesion  Shhs  MAC Addwess NIC Vendor Recv Size SentSke  Recvipeed | S14
140.129.143.134 140.129.143.1 0601 Usbnpwn  Forved 00-0BZE-79.EE0  Edimex Technolosy .. 4B 0 0B%
140.129.143.136 306-02 Windows51  Forward 00-0E-3E-79-E4-06  Edimax Technology 7KE ] 0Bk
140.120.143 143 306-03 Windows5.1  Forwad O0-0E-3E-7D-F4-C8  Edimax Technology 2KB i 0B
140.129.143.15 206-05 Windows5.1  Forvad 00-0E-2E-65-1C-F4  Edimex Technology BEB il 0Bk
[ s ] E i:g :ggiﬁ }gg 306-06 Windows51  Forward O0-0E-3E-7F-26-77  Edimaox Technology 9EB o 0Bk
[ i ] L4010 19157 140.139.143.7 Usknpwn  Forved  O0-DB-JE-5-1C-F6  Edimex Technology .. 61 KB o 0Bk
140139 143 158 0608 Windows5.1  Forvad O0-QE-2E-E5-A6-E7  Edimex Technology .. 11KB 0 0Bk
L1015 143 15 30600 Windows51 Forwsed O0-0E-3E-7-CE-BF  Edimax Technology 11KB 0 0Bk
L4018 143 168 30610 Windows5.1 Forwsrd O0-0E-3E-65B220  Edimas Techuology 11EKB 0 0Bk
140129 14317 0L 14315 14012914315 Usknown ~ Forvard  O0-0B-JE-70-EF-AD  Edimax Tochnology IKB o 0Bk
140129.143.171 401914316 140.129.143.16 Usknown ~ Forvard O0-0B-JE-7F-29-1E  Edimax Technology 16KB o 1
140139 143172 140.139.143.18 Usknpwn  Forved  00-0B-E-79-ED-EZ  Edimex Technology .. I1KE o 0Bk
160.179.143.173 140.129.143.17 Usknpwn  Forved  00-0E-2E-79-ED-E9  Edimex Technology ... SKB 0 0Bk
140129143 174 140.129.143.19 Usknown  Forvard  O0-0E-ZE-79-E4-3E  Edimax Technology 10KE 0B 0Bk
140.129.143.175 30623 Windows5.1 Forwsrd O0-0E-3E-7F-25-F7  Edimas Techuology 0 0 0Bk
O 140129.143.177 30713 Usknown ~ Forvard O0-0B-JE-7F-25-7D  Edimax Technology IKB KB [
140.139.143.179 140179 14334 Usknown ~ Forvad O0-0B-JE-79-EE-OC  Edimax Technology 13,342 KB 115KB 0Bk
140.129.142.18 172.16.12.13 Windows5.1  Forwad  O0-0E-2E-70-EF-20  Edimax Technology ... IKE LEE [13:=13
140.125.142.180 0621 Windows5.1  Forvad O0-QE-2E-TF-35-48  Edimex Technology .. 2KB 0 0Bk
140.129.143.181 O140120 14338 14012014338 Unknown Forwerd  O0-DE-2E-79-ED-E0  Edimax Technology 16KE a 0Bk
140.128.143.182 4012014332 30632 Windows5.1  Forwerd 00-0E-3E-79-ED-El  Edimeoc Technology 0 0 0Bk
i:s 153 1:; ;Q 140,129 143.31 Usknown ~ Forvad  O0-0B-JE-79-EE-SB  Edimax Technology TSEE o 0Bk
14019 143303 306-33 Windows5.1  Forvad O0-UE-3E-79-EF-48  Edimex Technology .. o o 0Bk
- ows arw irnece Technalogy .. 5
140195143 205 0629 Windows5.1  Forvwd O0-QE-2E-7F-29-C5  Edimext Technolo 14KB 0 0B
140199142 207 0634 Windows5.1  Forvwd O0-QE-2E-79-EF-CA  Edimex Technology .. 07B 0 0Bk
140 129 143 209 14012914341 Unknown ~ Forvard  O0-0E-ZE-79-CEEE  Edimax Technology 9KB 0 0Bk
140139143 21 30637 Windows5.1 Forwsrd O0-0E-3E-7F-28-B5  Edims Techuology 9KB 0 0Bk
140129 142 210 30638 Windows5.1  Forwerd O0-UE-3E-79-EF-AF  Edima Technology o o [
140.129.143 211 306-29 Windows5.1  Forvad O0-UE-3E-TR-26-TE  Edimex Technology .. IKB o 0Bk
140120143212 & 140.129.143.42 Usknown  Forwad O0E-2E7F25EC  Edimex Technalogy .. IKB 0 0Bk
T p— 14012014343 30643 Windows51 Forward O0-UE-ZE-70-EE-00  Edimax Technolo 49KB 0 567 B v
Local §® Remote « » EE! o o e Tee & 2 S
* ["M317/08 15:29:55] MAC Address 00-13-D4-AC-A5-05(140.129.143 252) collided with 00-13-D4-AC-45-95(140 129.143.252]11] ~
(3708 15:39:55] MAC Address D0-15-C7-23-62-CO{140.129.143.354) solided with D0-15-C7-23-82-C0(140.129.143.254)111
[03/17/08 15:20:57) Host 192.168.1 128(00-53-FE-00-B0-B4) down
31709 15:30:14] Hew Host 140.129.143.224 (00-01-6C-0E-6D-ED) up!
[0317/08 15:30:14] MAC Address 00-01-6C-0B-ED-ED(140.129.143 234) collided with 00-01-6C-0B-8D-ED(140.120.143.324)111
31708 15:30:25) New Host 172.16.12.15(00-0E-2E-79-CC-4D) upl
[3A7/08 15:30:36] Hew Host 140,129,143 85(00-UE-2E-79-E3-F3) up! v
Output B Alert
Resdy & S3KEk (19628 KE) 4 47KBk (5713KE)
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e % T CEX
ﬁ ﬁi x File Clear ¥iew Help

M Stop Bl Console | @ Help

Wi nx P £ Wi n Interface: | | mac [ om:aniees A0 TP [ 140.129.136.2 -

3 MailBox l &, Filters ] 1 Alarms ] J Reports ]

= lJ ceyven@mnail tn edu by 0| @ | subject Fram To
2 Ba InBox & 23 Fu: Test! coyen@mail tnu.edu,bw yeng665@hatmail.com
O O 3 ’ ? l )}} @ Outbox

ARPSpoofing : | -

————— Original Megsage ----- From: coyen To: yen8665@hotmail com Sent: Monday,
Wlarch 17, 2008 2:24 PM Subject: Test! Test |

e tl, ‘—1 N E,:‘ E‘J’ ----- Original Message -----
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HTTP Sniffer

ptions

General

&

Content

&

Computer

i

Specify buffer size to store captured packets [ >5kE. m 3 B

<500MB ) Big buffer may cause program crazh,

80 iz default HTTP port. Specily additional ports [zeparated o
by space). e.g.: 8080 8000

Show host name rather than IP if possible

[] Start the pragram with mirimized main window
[] Start captuiing on startup
[] Start the program onWindows startup

Check those web pages o files az your sniffing target.
Static: web pages (4, .himl, .htm, .xml)

Images [jpa. .jpeq. .oif]
Ay other files [cgi. php, jsp. css. zip. etc ]

‘which computer is your sniffing target, any or a specific one?

() Ay computer no matter its location [Default)

() Specify a computer [P

Specify the role of the computer, client or host?

EffeTech HITP Sniffer - Unregistered Yersion
Fle Yiw Sniffer Help
" RS = &7 a

No. | Time ClientdPPORT) Server(PPORT) URL File Length | Status

4 Mar21,00:3658 1401201362 1474 mail mitedu tw 80 Jopenwebmeilimagesiback goundsiCursive git G FIN, 200

5 Margl, 003559 1401201362 mei tnit edu.tw 80 D 5160 FIN, 200

6 Mar2l00:37.00 1401291362 al tnitedu w40 i ? ot 1180 FIN, 200

7 Mar21,00:2700 1401201362 mail tnitedu tw 80 Jopenwebmailmagesiback gromnd Cursive. i FIN, 204

8 Margl,00:27.00 1401201362 mei tnit edu.tw 80 Jopenwebmeilimageshoonsets/XP. Blus foler.gif FIN, 200

9 Mar2L00:27.00 1401291362 al tnitedn w40 i i) g FIN, 200

10 Mar2l00:37.00 1401201362 mall tritedn tw 80 T Bl h gif FIN, 200

11 Mar2l,00:37.00 1401201362 meil tnit edu. tw 80 T i) FIN, 200

12 Mer2l,00:37.00 1401291362 al tnit edu w80 7 i3 oif FIN, 200

13 Mar2l,00:37:01 1401201362 mall tritedn tw 80 i i) 2 FIN, 200

14 Mar21,00:37.01 1401201362 meil tnit edu. tw 80 Jopenwebmeil/imageshoonset/XE. Elus/pop3 git FIN, 200

15 Mar2l,00:3701 140129.136.2 mail tnit edu.tw 80 Jopenvsbmail/imagechconset/KP. Elus/prefs.gif FIN, 200

16 Mar2l, 003701 1401291362 dl tritedn tw 90 i i) aif FIN, 200
1401201362 meil tnitedu tw 80 it FIN, 200

1401291362 mail tnit edu tw 80

3
Jopenwsbmail/imageshconsst/KP. Elus/logout gif
i T Eluafl

il titedn tw 90
sl tnit edn tw B0
mel titedn tw B0

1401281362
1401291362
1401291362
1401281362

21 Mar 21, 00:37.01

Jopenwebmail/imageshioonsets/ P Elusftotash. zif
F Blusfright

il titedu. tw 80
mail tnit edn tw B0

23 Mar2l,00:37.01

23 Mar 21, 00:37.01 1401291362

P Bluflown.gif
Luetmreod £if

Jopenwebmail/imageshioonse!

il.nitedu tw 80

Response Header

HITP/1.1 200 OK

Tue, 20 Mar 2007 16:36:56 GNT

Server: Apache/2.0.43 (Linux/3uSE)
Last-Modified: Sat, 03 Jan 2004 12:

"17538-34d-d3£93000"

Accept-Ranges: bytes

Length: 845

ok |

[ Cancel

HTTP Request Header HTTP
GET -~
/openwebmail/ images/iconsers/¥P.Blue/search. Date:
s.gif HTTP/1.1

Bccept: /%

Referer: http://mail.cnit.edu.cw/ogi- ETag:
bin/ openwelbrail/openvebrail-rain. pl?
sessionid=ceyentmail.tnit.edu. cu-session-
0.226168003258393

faction=listmessages_afterlogin

mccept-Language: zh-tu

Accept-Enceding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE

6.0; Windows HT 5.1; 5V1; Alexa Teolbar:

wxie:; InfoPath.l: .MET CLR 2.0.50727]

Most: mail.cnit.edu.cuw

Connection: Keep-Alive

Cookie: ow-autelegin=0; ow-loginname=ccyen;
ow-default_logindomain=mail.tnit.edu.tw; ow-
hrepoompress=1; ow-sessionkey- ~

Read:

Keep-Alive: timeout=15, max=89
Connection: Eeep-Alive
Content-Type: irmage/gif

100 GNT

Buffer: 1%

URLs: 26

Packets: 127
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MSN Sniffer

£ MSN Sniffer 2 - Trial Yersion (30 days left!
Fi

B Help About  Register
[TenJfBA5% 7 BRE=FIOM TS &Y

o =5t

HBE—T . ETEH e-leamisilm %

. -—ké? %t % :i ‘;"' v '*JL ) — / #"&: imaenﬁnﬁrwaenﬁﬁm‘c ‘‘‘‘ )
[ :
RN Nk rCapture g o=

@l fj&ug B 4o B~
MSN 3 3L F 3L o

2 To. o @)% 8 G EF 1225



1 E fg5¢
.

B Ace Password Sniffer

B Ace Password Snifferv & #t 2 $iP~& * o
MR ELE B A 0 Gk E mPRﬂ»’ﬁ FTP POP3 -
HTTP - SMTP - Telnet = * £ web mailsi

W e IE—’.*F{%(PH: etk Buehitk BT R 2R K
?\’3\;7}5]]\?" ﬁ%ﬁgﬁ%&mlﬁg gig\'ikﬁ’}%
"G ets & o



Ace Password Sniffer

; 14 Ace Password Sniffer - Unregistered Version (view full password after register)
1,9 _r File ¥iew Contml Help
— — - [] = $ &7 4
Time Client Server PBrotocol | Tser Name Password Va. | Infn
Mar2l,00:4.. 1401391362 140129140001 HITE  ceven G 0K HITKL1200 0K
Mar21,00:4.. 1401231362 140.129.140.101  POP3 0K +OK ceyen has 3 visible message..
EHIT

2
5 F
C

L]
. ceven 5G9
Mar 21, 004, 14013011362 140120140302 HITE 760820 eHHT R OK AL 200 OK
| Mar2l, 00:4.. 1401391362 219.87.145.154 FIP coven. R E OK 230 Ussrecyen logesd in
2 ) B l‘ 7
~ LJ # r‘) ‘: N

Ready
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B Cain and Abel

B:oi - B2y teh1 B B k3L 2 5
4 B f% (Brute-Force Crackers) - it i g )
SIP-MD53%.3% - E%Winpcap ~ Tepdump -~
Ethereal 5% ;% 4p %

B Cain's snifferv 2 #iB~ 3 SIP/RTP 3% 5§ ¥3:2
» 77 3 2 WAVE & o
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B SMAC

B SMACH - BMAC 4t
gz 1 & (Spoofer)
#=Windows 2000 -~ XP

% Server 2003 % 5vT i@

LR NS S Y - S A AR

C4

r,' SHMAC 2 0 Evaluation Mode - KLC Consulhn,
Fil: View Option: Help

www_klcconsulhng net

1] Active | Spoofed | Mebwork Adaph
[Ho |G

¥ Show Only Active Metwork Adapters

MHew Spoofed MAC Address

Restart Adapter IPConfig
l— l— ,— ,— ,— l— J Fandom AL List
| ﬂ Refrezh Exit
Spoofed MAC Address Metwark, Connection ﬂ
[Nt Spocfed J Eﬁﬁﬁ
Active MAC Address Hardweare 1D M

[00-30-1-43-14-00 | [poivven_T1abdev_4320

Digclaimer. Use thig program at vour own rigk, e are not rezpongible for any damage that may occur bo any system,
Thig program iz not to be ysed for any illegal or unethical purpose. Do not uze thiz program if pou do not agree with

-
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B Snort

O Snortn\— EECR %zpl% (Open Source ) mﬁﬂﬁﬁ; ~ i
P I# B Y (IPS) E3 X =W p ety (IDS) -
Snort:é * 0 R R .ﬁ- (Slgnature based) B2 30
T (Protocol) B[S E o Ain L PR ﬁxl% iz
¥ Hx BIE 0 3P B -

B Snort ¥ ALK T = fAfesN 1 osniffer - packet Iogger
5 g i2|IDS (|ntru3|on detection system » » i& id B %

4<
L o

B WinSnort&# Windowssx saSnort o



Snort

i’ﬁﬂ']%@ 2]

alert tcp any any -> 192.168.1.0/24 111 (content:"|00 01
86 ab|"; msg: "mountd access";)

B 5 - B 2P 4 ?P (rule header) ) AEHLN AR
Y <% 78 (rule options) > *RAIEIE ¥ | BLw hF f 5 iE
78 45 (option keywords -

Wy L 97y g e e R A > RF A - B
T,,,OJ'Mr;r’snort;j}g 2 a‘vv"&rﬁé’ :

Jsnort -dev -l ./log



1 E fg5¢

B Promiscan

a0l el ’g_%if:HARPqL IAEH



Promiscan

PromiScan
File Setp Help

1P Range
From To =

P Address ac sooress  [pa7[B16[B8 [or [vendar

1401201432 ODOE2ETIEL0E
1401201433 |0D.0E2ETDFECE
1401201434 |0DOE2ETFIDIG
1401201435 |0DOE2ESS1CFY
1401290436 |ODOE2ETFIE2T
1401291437 |ODOEZESSICFS
14012914314 |0DOEZETEEF.C2
14012914316 |OD.OEZE7F231E
14012914318 |0DOEZETIEDER
14012014349 |00.0E2ETIEZE
14012014320 |ODOE2ETF:24:48
14012004321 |0DOE2ETF3EAS
14012014322 |0D0E2ETHEENE
14012004323 |O0.0E2E7F:25FT
14012004324 |0DOEZETHEEDC
14012014325 |0D0E2ETEEDER
14012014327 |0D0E2ETGEFAS
14012014328 |0DOE2ETEEDED
14012014328 |0DOE2ETF20.CH
14012014330 |0D.0E2ETEEFAQ
14012904331 |0DOEZETEERSE
14012914332 |0DOEZETIEDE!
14012914333 |OD.OEZETHEF4S
14012914334 |ODOEZE7IEFCA
14012914335 |0D0EZESSSSEC
14012014336 |0D0E2ETSEDFE
14012004337 |0DOE2E7F:28.86
14012004338 |0DOE2ETEEFAF
14012904338 |OD.OE2E7F287E
14012004340 |000DE1ADAZFA
14012004341 |000E2ETCREE
14012014342 |000E2ETFI2SEC
14012014343 |OD:0E2E7EEEND
14012014344 |0D0E2ETECRFC
14012014345 |0DOE2ETEEED
14012014346 |ODOE2ETF3AAS
14012014347 |00.0E2E6S.ABES
14012914348 |0D.OE2ETF2AAE
14012914348 |0D.0EZETFIAFE Edimax Technoiogy Co., Ltd.
14012914350 |OD.OE2EESTE64 Edimax Technoiogy Co., Ltd.
14012914356 |0D.0E7FIDET AT Hewlett Packard
14012914359 0D0BSGCZCEAS X
14012004360 0D0BEGCZCEAC X
14012014350 |0DOE2ETF257D
14012904393 |00.0E2E7S.CHEE
140120043107 |000E2ETF2EE2
140120043111 |00.0E2E7HER4E
140120143115 |000E2ETHEDFT
140120443116 |00:0E2ETSEFAD

Edima Technoiogy Co., Ltd.
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Lt
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Lt
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Giga-Byte Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Lt
Edimax Technoiogy Co., Ltd.

N e e S R AN P

Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technology Co., Lid.
Edimax Technoiogy Co., Ltd.
Edimax Technoiogy Co., Ltd.

5% k%

1\, Windows - FEER
A8 [P {4 SRS LAY 5 — (8

Fastican ON Captore On WinPoap3, 1

T 0510
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