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Add/Edit Listeners 21 x|
Server: IFAST IS4 SERVER
IP Address: [ 19B8.x.y.2
Display Name: I

[T Use a server certificate to authenticate to web clients

| Selet..

— Buthentication — k
v Basic with this domain:

Select domain...

Select domait

Q{ Digest with this domain: \

WV Integrated

[™ Cliert certificate [secure channel only)]

Ej Cancel
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IV Anonymous access
No user hame/password required to access this resource.

Account used for anohymous access:
User name: [IUSR_ECCOUNCIL

Password: I oooooo so0e

[V Allow IS ta control sassword

— Authenticated access

For the following authentication methcds, user name and password
are required when

- anonymous access is disablzd, or

- access is restricted using N™FS access control lists

| Digest authentioation for Windowe domaln servers

I~ Basic authentication (password is sent in clear text)

Detault domain: I

Windows authentication

ok | Cconeal Help
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MD5 ( message-digest algorithm) &_d MIT
R, Rivest#32 51992 & #14% 1) ehde B iF &
E 0 F T AIRER

7 ¥ i ¢+ (one way hash function )
vt — 4 (database password check )
kg L (message digest)

#ci~ & ¥ (digital signature )
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B SHAL. & - f&4c %/ &2 » ¢ National
Institute of Standards and Technology (NIST
) 21994 #F:x 2y Hd 2 F‘wr%fﬁ mSHA
(the Secure Hash Algorithm ) 4c &7 & = @
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(2) R4

(3) & 7 I’zﬂ?;é ( brute-force )

(4) % & s2¥ ;% (dictionary searches)

(5) 8B & A sz¥ ;2 (Hybrid -
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Unfitered Cookies found: 113

jermy campbell@aavacations. lastminute-getaws A
jemy campbell@aborews, go[2] bt

jermy campbelliedadsre

jery campbelliEalask aair[1] st

jermy campbell@alazhkaail2] bt

jerry campbelli@alazhkazin 3] bt

jermy campbelli@alazhkazi4] tat

jemy campbell@allstarshop[1]. bt

jermy campbell@crossdaily[1].tat

jermy campbellE@ct. 360i[2]. bt

jermy campbell@dizcoveny(1] tat

jermy campbel@discoven[2] bt R

Cookje:

[ code28d7-25862-1101 08091 2-1
Wale:

Lifer .33.1 Years -or- 12,091 days 16 hours 2 minutes 46 se

Site: | adsremate.scripps. com | Y

Froceszing Options

[] 5elect &l

[] Delete Cookies
[] Delete and Block Cookies
[15ave and &llow Cookies

Data Mame:
WGUzerlD

Created on;
11/21/2004 11:57:14 PM

Expires on:
1243042037 4:00:00 PM

Secure Cookie?

Yes
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B Dictionary Maker
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% Dictionary

Dictionary:
File: Status:
Size [bytes]: 1791
Size [wordz]: 299

Cloze

Dictionary charget:

|abcdefghiiklmnopqrstuvwx}laﬁB COEFGHLKLMNOPAORST UV Z IR RE B iR SRR IE I oheE - s

File to process:
Clear results
Results:

Current file name: DICT.HTM

Options:
[v Caze register

3 4
Fin o

Current file size:

Tatal words:

4841
834

Checked words: 239
Work zpeed: 5243750

About

A filefz)...

Progress:
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Windows 2 UNIX % 75
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8 astake 1C5 - [Untitledl]

Eile View Secsion Schedule Remediate Help

droe™E4 8 >0

e

Fun Y Report 'y
Domain Usex Name [ LM Password [ <8 [ Password | LM Hash [ NTLM H]
QCCYENJZCE ceYen TTIITAS B1CC1FBBEERE ABZ14ER35FICDO0FACTE ASOFFC!
QCCYENJZCE Guest *empty * x *empty * AAD3B435B51404EEAAD3B435B51404EE 31DECFR
@FCCYEN-3208... Administrator TS BICCIFOEECE AG2I4EG35FICDIORACTS ASOFEC

ET
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04/08/2007 20:59:24 |mported 4 accounts from the local machine

04/08/2007 20:59:33 Audit started

04/08/2007 20:59:34 Cracked second half of LW password for CCYEN-32C8ACI18VWAdministrator with Hybrid crack,

04/08/2007 20:59:34 Cracked second half of LM password for CCYEN-32C8ACAB\ccyen with Hybrid crack.

04/08/2007 21:00:34 Stopping audit. Please wait

04/08/2007 21:00:34 Audit stopped.

04/08/2007 21.00:42 Audit started. v
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File Tools Help

Targst [127.0.0.1 Type [HTTP [Basic Auth) = Stop | Clear
. B rutus AE I 2 E’ Tﬁ & 77 Connection Dptions
T\I‘\ é': Port (80 Connections ™ 10 Timeow T 10 [ Use Prosy

2] — 77 N =28 HTTP [Basicl Options
I E > ¥ fEN T RE °

Method  |HEAD A ¥ Keepblive
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[v Use Uzemname [~ Single User Pasz Mode |'word List =
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