


Wz e g oh o~ K fE 5 whackers (Wireless
Hackers) B FrE2RUE o EZ 40
AREFME N T T S e £ E R
ﬁ’/é,ig.f’? =} ? ©



B B
<

B IEEE:1997# 5 & &% 38 g4 €0 % — x4 IEEE 802.11 > & ¥
__JE I\ﬁ T MACK ﬂfr'“*‘” 4&% » 1 1% 4£ 3 2. 4GHz g A ’ﬁxsb%\li
/'] “I R~2Mb|t/S° > '@" Z_ amiﬁé?,ﬂlé)ﬁ adhOC’fg_\‘j\xﬁ.fﬁ

s L 3 BEL (Access Point » AP ) #-3Vig 7 o

B -0 a3 el ARETERELE A EE 0 £ CSMA/CA
(Carrier Sense Multi Access/CoII|5|on Av0|dance) RN A U A

W 1999 &+ 1 0 A @ik :802.11a 2 802.11b - 802112 X & &
5GHz #7 if gqf ® §5i8 & 7 £ 5AMbit/s > 802.11b % % %2.4GHz:h
4E 15 J;i-:% I TIMbit/s - 2.4 GHz B +chf s 5 & % #
e g 802.11b:hi# * 1+ 802.11a & i -

B 1099# jphf1 %R &
+

a FIHSFEL )4 fFA 4A80211%ﬂ«%m§
23 Afem K AR E I %

= 7 Wi- 3
m&%*%‘ i %



WL-500W

- 00|

s ik R A7 i H o

802.11 2M 2.4G iR - 4] 3 30 2 |

802.11a 54M 5G WOUFEHL - AR 30 2k o B F IR T iS4
AT

802.11b 11M 2.4G WAMFEH - 330 8 > FTiH A FF o

802.11g 54M 2.4G A GRE— 403 30 & % s 3237 802.11b > e
LY P

802.11n 200~540M 24G~5G | B ATHE > 2 MIMOzZ p i s pEgr+ £ 50
SR s AR AEEHET < 3t 160 & % o




B 5 P 2L(Access points) &_# 40 4 B2 3 Beend o gL s
LK“F“ lJ/\"f\ HUb j’ft f—i—"]%‘ﬁ’é, &_E'_ 1}9‘&’7’714 Bb ) AP NS /F"
G ERSFEE R A S F T

B AR BESRETHEFEE > § A
F87) iy R A

(1)Omni-directional antennas ( > & % 4 )
(2)Directional antennas (45w % 4 )



PTY Y Ly

(1)# B 42

(2)4 2 = ~

(3)% % i

(4)%* m@ﬁfﬁ“n‘i” 3
(5) % ** 4 %



(1)#% 82 12

’ E

ﬁn\
ot
B
7
.?;_45,
ot 15
2
SR
=
¥

R EAF > BPhEE L AL H T

2 Iz ﬂ\’;ﬂ"’ir'g ’
515 AP ¥ s 0 A% ke e

()i 7 TR > WEPFT Ll P R B RIR
B'. ] ;17 o

CIEISER
(5)A 3 Flent hid -

6)% XA - EARTZ -2 HEMEFHNEHER
S



i WLAN & Jf L3k 23psg ~SSID~IP ~ 2% ¥
Pg_ﬁ:é ,—sﬁ,—-ﬁf‘i{?}:ﬂ"?ar’:]lﬁ_l 11_7;]%&0

= SSID.I. et SRR PRI B £ 3555 (SSID,
Service Set Identlfler) - Access Point ﬁr’—— 3
Rt o AT L EE - B E A %PPR%% 1B
PET LR - BRRERIRESED TR B
BN 3T f]}’%\g v %{“TLKSSID o

.Pﬁ“lE‘PRZ}% TREE B VR Y - B SSID %

BX
HTe 0 R VE'E-Q;L‘-:?L PRZ&%V’IT&M»/E
sz SSID -

\t\— N



T = g FE 13
<

B Access Point # ¥ 123X Z_SSID - & s+ ¥
4 ¥ 112k % SSID - Access Point % =+ ¢ &
4 SSID k2|48 F L - Hie o
W% 80211 it 7 oraE - at T4k
2R S R VI 0 5 B (I\/Ionitor mode)
) FELGE T R T B I@? £ & * FIRa
f258 )T}UP J}‘E;_E-Esé\éto 34 mmr«ﬁr—»ﬁ P\ ? o






B 1 E A2 €7
@ﬁ/%a% F@F\: »F g AR A
LV UEE - BT Y B AR
%

v];c;a‘awﬂf@m%,u,]}
ERad s HIE RN CY =g 1357 [ S Ny
B2 % 50 (GPS) v AT U ishkE R R G B
BLeP S R "T'r”“;i.é?g%\'lrx T F AR e
AN =) I



M;A/m% @/ﬂﬂ, ﬁiy@% N \

i)
] q% N
i, L
i

Q o,

U
o B30
te,ipggusvasg,
L
g s
I

nsiras
= \rone netasst

%
ransifs
saiache-Sk
: ~ Jage"
E Wl
L
\ e
| —
ﬂ ‘Kﬁ"\fﬁﬂiiﬁsﬁ

X

o

E;nu\zensk
I

]

i

mmmmmm

ggggggggg

e .W.%m
s o




3
“11 E:D

4
“3 ‘g‘ﬂ“
‘
~ “4 4'\“
N ‘@E

T v
;r:

r/ﬁL
3 -

e

b

‘ f
%ﬂ-\ = WarDriving -

ISR = g * %BL\ 5 WarWaIklng > 1
i N B myf% % Warcycling » & & * #
A1 & gl i War Flying -






% A
S

Wi L TR

#@%}. 2] A &+ tg & let's warchalk..!

SYMBOL

KEY

ﬁ%p Blue jacking -

FLEAPERE AT ot
?ﬁﬁ%ﬁﬁw%%

_1ssid

C

bandwidth

B0 PR R faow
fo 47 T R R
*oodpfE SRR

ssid

O

WarChalking -

access

ssid contact

bandwidth

blackbeltjones.com/warchalking






#HF

X %
Jl'\‘ /J‘\

°eY

o

Wz % F "3{5\}
v l?f * 3"3}5;' ]E}gﬁ'r;}a ;@;ﬁ—, ;“ >

7,

/J

% z

L

Po\}\;ﬂ_jli-#' }1

a-«»
4,

J g

=
3
-Si-
=
\‘rq‘\
3 -
0
<£
O ;
i
?fw“
T}N



EERMTR

- R E
74 ¢ 9 SSID > %ﬂLF;@ & “i*u})'l”ﬁ .’&%2 7
gL e ¥ g - ﬁéﬁ’——;t;u—(Beacon Frame) R
S SRR R Y X ORI PR B IR
¢ AAH ¢ ifvﬁ JRF%3 %55 (SSID) -
o - PR EL AR TRELD  ARET €
R R (Probe Request)sidt e » 1 Fg T _%
FOFPBEG R T %ﬁsk%sgﬂﬁ%%%%@
P b #73K 2 eSSID o






WEP
<

B WEP (Wired Equivalent Privacy) ¥ _— #&#-3
e @ EJE S X > WEP 40 bits (64 bits)
‘e i § |EEE 802.11%#}‘%@*&% 1% B WEP e
CEURIEE SN A L A R

W 3% 128 bitsen RC4 7 & £ 4« g,%, & ;V » T B

TR I A SR P 0 R e
FRE 2R e L ﬁ"*“”’{””” R
N BT B & E °



WPA
<

m WPA (Wi-Fi Protected Access)

B 2002 & Wi-Fi 55 P 2 (s WPAZ 43 2% > 8E
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Fake AP # ru % SR % 55 2 5 B 0 Black
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2
2 SON
4 o
S )] A LI

i Network Stumbler - merge 2.ns1
Efe Edit Yew Options \Window Help

| vendar

@ 0040062ATOZ:
@ 0040063 2A060
@ 00409635837
@ 00400435028 _

i

@ 00601DF 24745
#-dh Aln2

# <k alpha

# -k omdwlan

% 4k Angela's Airpart A
B ANY

+ 2k Apartment
+ -k Apple Metwork OB
# =k Apple Metwork 1

] ]

@ 004006442084
@ 0060IDIEIAFE
@ 004096306808

@ 00304B065046
@ 000220003300

ArWave

Alan2

Alpha

alpha

amdwlan

Angela's Airport Arena
Angela's Airpart Arena
any

ANY

Apartment

Apple Metwork 0Baba?
Apple Metwark 1f5db7
Apple Network 116538

APZ Printer's Inc Mountainview
AP] Printer's Inc Mountainyiew

Angela’s Animal Town
Hitoshi's Hengover Haven

#ignot Base Station

) WaveL AN
it) Orinoco

vt) Warel AN
Ciseo (Airanet)
Agere (Lucent) WaveL AN
Cizen (Airanet)
Cizco (Aironet)
Agere (Lucent) WavelAM

Gemtek (B-Link)
DeltaMetworks

MN3T7 333678 Wl

Not scanning
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s £F |MiniStumbler {2 1200 €3
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‘_g‘_; L E * % PDA E\‘ @PO0O0ODI100BIZE 11 WLAN
. . (0090D100CCEF 11+ WLAM 10
SmartPhone z. WINnCE @O0000D100BECS 6 WLAN
. . N , @O040334FC301 10 Wireless
» Vs ® @ Jﬁq—;’f‘] - l@‘ (0090D100CAAS 11 WLAN 17
GP S P O0o00100BEDZ 1 WLAN
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B 5 _802.11 i 4% £ (sniffer) 2 WEP £ &7+
F B R4z 5% o 3 Windows, Linux, %
MacQOS -

W i £ (7 40-bit &% 104-bit WEP 1 key o
aircrackd 12T f2;% = = airodump (- 1B
802.11 %t = #aP~47;) ~ aireplay (- 7802.11
e 1~ f25%) ~ aircrack (WEP 2 WPA-
PSK #Lf%)% airdecap (#Lf% WEP/WPA 3=
#E2-10) °
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W AirSnort £4x ;¢ E B @it e - 20§ 1)
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W * > Linux ,x 2% & 42 raw monitoring
(rfmon) mode 4 4. Pe* » ¥ el gF 802,11
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Wireless Security Auditor (WSA)
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HIBM - % 802.11
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L] q—\*‘ llﬁﬂﬁ%ﬁt‘* ’
ie 79 ik BT o [F]
n 802.11a,
802.11b/g =13 5L
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AlroPeek

B AiroPeek® - % 4%
IEEE 802.11 & & 4

-J—-'//’ 2 , 2,

yey

AiroPeek - [Capture 1]
§h Fil= Edt view Capture

=181
=181

DSEE |8 B
Packets receive:
Packets filtered:

Packets processed:

[svromeamm|@EE

Start Capture

[ termuny usmpe]|
EEIE[E[EES

0016: 00 €0 1D 23 1D £D
0032: 64 00 OL 00 00 OB
0048: 31 01 04 82 84 OB
00€4: 00 00 00 0O

40 Bz 3E
57 63 &C
16 03 01

21 AC
64 20
01 08

44 11 00 00
a2 61 73 65
04 00 0L 00

Packet ‘ Source BSSID DataRate = Channel Signal | Flags Size Absolute Time | Protocol
1 Lucent:23:1D: 5D Broadcast Lucent: 23:1D: 5D z.0 1 94% | F 68  15:40:44.887601 : 802.
Z  Lucent:23:1D: 5D Eroadcast Lucent: Z: D 2.0 1 93% - F 65 15:40:44.987745 - 302,
3 | Lucent:23:1D: 5D Broadcast Lucent: 23:1D: 5D z.0 1 94% | ¢ 68  15:40:45.087889 : 802.
4| Lucent;23:1D: 5D Broadcast Lucent; 2: D z.0 1 87% 0 T 68 15:40:45.188033 @ g02.
5 | Lucent:23:1D: 5D Eroadcast Llucent: Z3:1D: 5D 2.0 1 Q2% * 65 15:40:45.298192 : 302,
6 | Lucent:23:1D: 5D Broadcast Lucent: 2: D z.0 1 100% : * 68  15:40:45.398336 : 802.
LI 7 | Lucent;23;:1D;: 5D Broadcast Lucent: 23:1D: 5D z.0 1 85% 0 T | 65 0 15:40:45.495480 & 502,
[Packet: IR JELRT, \
% Chammal: T pate rms =
§ fignal Lewel: 93% =
&Y 802.11 MRC Header
" § Vermionr 0
& Type 400 Management
§ Subtype 51000 Beacan
g To 18 s
§ From DS: a
Go00: BO00 00 00 ¥R 77 77 7T FF FT 00 60 16 25 10 @

Packets /{ Nodes J, Pretocols J, Conversations:

Idle

4= Accept all packets

Messages

6,142

Hssjaz ’En

| Date Time Message
@ 05290001 | 15:28:52 PHP192 216124 Simagesfagine.of from 192.168.03
@ 05200001 152934 AroPesk qut
@ 0500t 153312 AroPeek started
@ 05290001 154039 Mew capture

For Help, press F1

lstart H & 513 H [E]riroPeck - [Capture 1] £-apwliscreen.tif - Capt...




vxXSniffer

HPCs, Pocket PCs,
Pocket PC 2002s, and
Windows Mobile
2003s > 7 & 7 m e
-+ z & 3 NDIS -

~

[Ble_tep | (@[]~ vl [0 7] [2][x
Trace [Detal |
Seq, # | SrcMAC DestMAC | Type | SrcIP | DestIp | \ E
2 000c4176018d  FFFFFFFFFFFF ARP  192,168.1.1 192,168.1.115  Request =
3 000c4176018d  FFFFFFFFFFFF UDP  192.168.1.1 255.255.25...  Bootp-5 -> Bootp-C
4 00c01b009d4S  FFFFFFFFFFFF UDP  0.0.0.0 255.255.25..,  Bootp-C -> Bootp-S
00c01b009d45  UDP  192.168.1.1 192,168,1,115  Bootp-5 ->» Bootp-C

S 000c4176018d

7 00c01b009d4S
8 00c01b009d4S

00c01b009d4S
10 00c01b009d4S

FFFf} f
FFFFFFFFFFE ARP
FFFFFFFFFFFE ARP
FFFFFFFFFFFF UDP
FFFFFFFFFFFF UDP

192,168.1.115  192,168.1.115
192.168.1.115  192,168.1.115
192.168.1.115  192,168.1.255
192,168.1.115  192,168.1.255

fstart |[85 vicriffer

Request

Request

NETE-N - NETB-N —
NETE-N - NETE-N ﬂ

R 13970 A

o ¢ 1222 €3

Type | SrcIP Dest IP

UDP  192.168.1.102
UDP  192.168.1.102

192,168,1.255
192.168,1.255
UDP  192.168.1.102 192.168.1.255
UDP  192.168.1.102
UDP  192.168.1.102
UDP  192.168.1.102 192.168.1.255
UDP  192.168.1.102 192,168.1.255
UDP  192.168.1.102 192,168,1.255
0.0.1
239.,255.25..,

192.168.1.255
192.168.1.255

192.168.1.112

[ »

IGMP  192.168.1.1 224.0.0.2
UDP 192.168.1.111  192.168.1.255 [}
H00 192 12 1 102 102 12 1 111
<] [ 1]
Trace | Detail I
file| | @ & - [
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7L 13 WEP KEY

1.8 3 40 e+

| P_ﬁ“l—‘ INA /E Fd JII’L AirCrack » ¥ 1/ LE&—#’" L‘R_‘
o 14 ;E"- f% # lﬁiﬁ% EﬁP«f“’{‘ ’j Hb

800-2200
2.7 I AP

ciah

1

\

SR LR
év

B 5L * NetStumblersgii® 2 p AP » T35 AP HLiE |

i Hetwork Stumbler - [20060329085231]

|A) File Edit Yien Device Yindow Help

DEE > D ¢ E B e ®

+ *fi Chanrelz | MAC | SSID | Name | Chan | Spead | Vendee | Type | Enc...| SNR | Signate | Noise- | SNR:
¥ 2k SSIDs (i@ 00032F14EQE__ demonalex 3 11Mbpe  GST (Linksysl AP WEP B4 35 00 B4
+ T Fitess @ 001346335442 cepia 12 S4Mbos [Faka| AP WEP 472 53 100 47
< < >
Ready 2 APs active GPS. Disabled

I

LES



BL#2 WEP KEY
e

3. B #WEP
B iz * WinAirCrackPack

1 B Z o

— 7~

My A i
aircrack.exe B WIN323<aircrack4z ;¢ o
airdecap.exe WEP/MWPAjZ 75 #2 55 o
airodump.exe okl B AR 5 o
Updater.exe WIN324<aircrack s & 42 3¢ o
WinAircrack.exe WIN32:xaircrack B35 4 o o
wzcook.exe e h o m AT EFEE P OWEPKEYe448 50 o
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airodump 2.3 — (C> 2084,2005 Christophe Devine

usage: airodunp <nic index> <nic type?> <{channcl(s)> <output prefix> [ivs only flagl

Known network adapters:

16 D-Link AirPlus G PVL-G122 Wirelessz USB AdapterCrev.B)
26 BUFFALO WLI-PCH-L11/GP Wireless LAN Adapter

Network interface index number ->[26

Interface typee: ‘o' = HermesIl/Realtek
‘a’ = firvonet/Atheros

Network interface type Co/a) =>[o]
Channeldsd>: 1 to 14, 8 = all ->[§]

(note: if you specify the same output prefix, airodump will resume
the capture session by appending data to the existing capture file)
Output filename prefix =>| last |

{note: to save space and only store the captured WEP IUs, press yo
The rvesulting capture file will only bhe useful for WEP cracking)>

Only write WEP IVs (y/n) =->[n]

BSSID PWR Beacons B Data ©CH HME EMC ESSID
bﬂ=93=2F=18:4E=HE 41 13826 15573 & 22 WEP denonalex
BSSID STATIOW PUR Packetz ESSID
BR:A3:2F:18:4E:0E 00:15:E7:2B:3B:A6 41 285 demonalex
BA:@3:2F:18:4E:BE @B8:15:E7:2B:3D:A8 42 6544 demonalex
BA:03:2F:18:4E:8E B8:15:E%:2B: 8348 demonalex

IC:F2 52
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BS3ID, First time seen, Last time Seen, Channel, Speed, Privacy, Power, B Deacons,
# data, LAH IP, ESSID

@0:-03:2F:18:4E:0E, ?006-03-27 17:12:208, 2006-03-27 18:85:55, &, 22, WEP , 37,
254099, 271922, 192.168. 1. 1, demonalex

Station WAC, First time seen, Last time seen, Power, ¥ packets, BSSID, ESSID
BA:15:E9:2B:3C:F2, 2006-83-27 17:12:21, 2006-83-27 1B:83:h2, G52, 18514,
00:03:2F 118 :-4E:0E, demonalex
DA:15:EP:2B:30:08, Z086-83-27 17:35:17, 2006-03-27 1B:94:34%, 38, 21238,
BR:03:2F:18:4E:0E, demonalex
@O:15:E9:2B:3B:R6, 20086-03-27 17:36:43, 2006-083-27 18:05:55, 48, 102687,
DBE:B3:2F:18:4E:0E, demonalex

¥indircrack
& General
ok 3
General Encryption type: lWEp S| 1
ﬂ AP's Name (ESSID): ‘ |
e 1
Ly AP MAC Address (BSSID); [ i
Wep i
Capture files: [
J_K‘i \ |
Hardware ‘
i 4
A |
Advanced }
L |
i) Click here to locate capture file... ‘
About
& Aircrack the key... ]




BL#2 WEP KEY

inAircrack

@ Wep
General Koyisbe v

Key index: Auto v
/ﬂ Y
Lo
Wep Key start:

MAC Address flkering:

"Brute Force™ Level

[] Restrict Alphanumeric search. (from 0520 to 0x7F)

[[] Do not “Brute force last 2 key's symbols aircrack 2.3

Advanced
[[] Enable experimental "Brute Force' system
[80:00:00) Tested 8739 keys (got 271928 IUs)
y Click here to know more about Wep. .. Advanced
depth hyteCvote)
About A’ 4 11< 38> 3DC 16> CPC 15> 64C 13> 85¢
e, 2 11< 123> CBC 24> 89<¢ 16> 2a¢ 16> BAC

2 e, 2 12¢ 98> 8a< 18> 84<C 15> 35¢ 15> B8<
[ % Alrcrack the key... ]

KEY FOUND? [ 11:11:1

trl-C to exit.
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4.1 * pLiEen AP

.%Tﬁsgﬁ%ﬂt‘]%-“l: FRE B AT 0 X B %‘L\ﬁ'{ .




