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W% =2 12 A § (Remote Administration Trojans)
B il ig i A & (Data-Sending Trojans)

B 2% ~ 5 (Destructive Trojans)

W[ E7PRGxrc ¥ A & (DoS Attack Trojans)

m 32 A 5% (Proxy Trojans)

W% ﬁi%l ~ 5 (FTP Trojans)

mR P x> fict A 5 (Security Software Disablers)
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A 5 Az 5\ ¥ T Ports
Back Orifice UDP | 31337 & 31338
Deep Throat UDP | 2140 2 3150
NetBus TCP | 12345 %2 12346
Whack-a-mole TCP 12361 % 12362
NetBus 2 Pro TCP 20034
GirlFriend TCP 21544
Masters Paradise TCP | 3129, 40421, 40422,40423 % 40426
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W Currport

urrPorts

EE

Fil: Edit Yiew Options Help
8 v d 1A
Process Name Proces.. | Piotocol LocalPort | LoeslPo.. | LocalAddress | Remots Port Re.. | Remote Address | RemoHostMame | State
Tlalgexe 7796 1CP 1025 127001 00040 Listening
N, Apache cxe 1672 TCE a0 hitp 0000 0000 Listening
[Tekenexe 5048 1CP 30605 127001 00040 Listening
) EgplorerEXE 2688 UDE 5756 127001
Fligeese 1844 1CP 5152 127001 7725 127001 Iocathost Close Wit
Fiusese 1844 CP 5152 127001 0000 Listening
[Ejusched.exe 2604 1CP 1082 127001 30606 127001 Iocathost Close Wit
Tlosexe 243 UDE 500 isalmp 0000
Fllsssexe 848 UDP 4500 0000
i T B &S TEF X (il fuli} [ulsluli} Tistening.
Ry nessusd exe 416 TCE 1341 137001 goon Listening
[Fsvehostexe 1096 TCP 135 epmap 0000 0000 Listening
Favehost exs 1032 1CP 1389 0000 0000 Listening
[Hsvehostere 1184 UDF 123 nip 140.129.136.2
Fsvehostess 1184 UDE 133 ntp 127001
[Hsvehostere 1380 UDF 1900 127001
Fsvehostess 1380 UDE 1500 140.129.136.2
@ System 4 CE 445 microsoft-ds 0.0.00 00040 Listening
@ Systemn 4 TCE 139 nefbios-ssn 1401391362 0000 Listsning
@ System 4 UDP 137 nefbiosns 1401291362
@ Systemn 4 UDE 138 netbios-dgm 140139136 2
@ System 4 UDP 445 microsoft-ds 0.0.00
< >
22 Opened Ports HirSoft Freeware. Ivttp:/iwww.nirsoft.net
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B [nzider

— AEH
. L= - l—l ] N/ ~ /;»‘ P = (c) 1999, Arne Vidstrom - http://www ntsecurity.nustoolbox/inziders
)7 l \' s 1 _1
)3 - | Checked c:“program files“internst esplorer™iemplore. exe (PID=1872

—
Found UDP port 3724 bound at 127.0.0.1 by c.-progran files“internet exploreriexplore.sxe (PID=1872) [UDF clieat]

- Checked C:\WINDOWS Explorer EXE (PID=1840)
__'_ 593 Checked C:\VINDOWS\system32\conine.exe (PID=1324)
) = Checked C:“WINDOWS“system32\hkond sse (PID=1944)
A Checked C:“Frogram Files“Common Files“Real“Update OB\realsched.e=e (FID=1976)
A Checked C:“Program Files“Nokis“Nokia PC Suite 6-LaunchApplication.ese (PID=244)
Checked C: Program Files“Common Filesihead-Lib-NMIndezStoreSvr.ewe (PID=2520)
Checked C:\Program Files“Common Files\Hicrosoft Shared-lindows LivesWIIoginProwy.ewe (PID=3908)
c
c

Checked C:\WINDOWS~RTHDCFL EXE (FID=1328)
Checked C:“Program Files“BitConet“\BitConst exe (PID=3500)
Found TCP port 15442 bound at 0.0.0.0 by C:“Progran Files“BitComet“BitComet.exe (PID=3500)
L] Found UDF port 15442 bound at 0.0.0.0 by C:~Program Files BitComet“BitComet.exe (PID=3500)

Found UDP port 1605 bound at 127.0.0.1 by C:“Progran Files“BitComet“BitComet.exe (PID=3500)
“Frogram Filss“idobe“hcrobat 8.0%Acrobat“Acrotray.eze (PID=1396)

Checked C:“\WINDOWShsystem32igfztray.eze (PID=1936)
Checked C: WINDOWS-system32 wscntfy.sxe (PID=3216)
o Checked C:NWINDOWS systen32\igfzpers.eze (PID=1356)

Checked C:“Program Files“Common Files“ihead“Lib\NHBgHonitor exe (FID=280)
c )]
c
c
D

o]
=4
il
0
&
[
a
5]

“WINDOWS“system32 ctinon.exe (PID=256
\\Program Files“Kasspersky Lab“Kasspersky anti-Virus 6.0%avp.=xe (PID=1916)

:\Program Files\Wicrosoft 0fficeOFFICELINWINWORD,EXE (PID=1736)

DP port 3797 bound at 127.0.0.1 by C:“Program Files\Microsoft OfficeOFFICEI1WINWORD EXE (PID=1736) [UDP client]
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& TCPView - Sysinternale: www sysinternals com

File Options Process View Help

Ha =

Pr.. ¢ Protocol Local Address Remote Address State
qus.exe:1844 TZR 12700156162 12700111419 CLOSE WAIT
Ejusohed.exe:ZEiOél TCR 1270011082 127.0.0.1:30806 CLOSE_WAIT
& msnmsgr.exe: 4028 TGP 140129136211410 207 46109501863 ESTABLISHED

Endpoints: 3 Esfablished: 1 Listening: 0 Time Wait: 0 Close Wait: 2




Process Viewer

Process Viewer & -
R AL E o BT
2 4% F S REESK =AY

Fio Viow Process Tools Help
* = > £ - = (IR FE0E 0 BnTd| e
/ = IL e‘\ 7 ] m = oy Wame D Prority | CPU | MemUsags | User Nams Fall Path A
v F A A ¥ [Rhcrotayens 080 Nomal 0 10464K  oeyen P gram Fileeladabetherobat B MWcrobatderotay sxe
[Felgexs 2796 Normal 0 373K LOCALSERVL.  CAWINDOWSSystemialgess
@l' A4 :‘u.\ 2 LL % | Nobpchese 1672 Nommel 0 986K SYSTEM C \pacheZibinth pache.exe
[] —l’ = IL 9 v ,l, Wohpachese 1788 Nooml 0O 16,404 K SYSTEM C ot pache2ibinth pache s
R B v F 1/ (AEiComstexs 5200 Nommal 1 748K ooy P rogram FilesBitComs tBiCometexs
*biwdisewe 4608 Nomml 0 330K SYSTEM €50 gram FilesV WIDCOMMBuetooth Sofbwese bistbbvdins eve
2 Y 2 N N oonime.se 5032 Nomal 0 388K ceyen CAWINDOWS systerndconins s
':.) ’:‘;F l‘i B2 ’? ‘\‘ ’:‘ e > B2 [Posrssexs 63 Normal 0 G5IG4K  SYSTEM CAWINDOWS systemiioerss exs
) P P - - E ‘—K :I - PPCIRMONERE 297 Noml 0 488K cowa CAWINDOWSlsystern32iC TRMON EXE
CADevsves 1728 Nomal 0 52K SYSTEM (o grann FilesConmon FileinterVideoDeviceServiceDevive exe
, s , Az & DreyelMohgi 2032 Normal 0 B8%K  coyen €10 gram Fileelnventeo DoeyelDreyeM T\DryeIMplugin e
= (Beznicre 2064 Nomml 0 400K cewea €10 gram FilesESE TESET NOD32 Antivirusle v exe
m ] S (e] [ sa4g Nomal 0 358K SYSTEM o grann Files ESETESET NOD32 Ativirosteksm exe
- @ Explomc EXE 3508 Nommal 0 IB7K  cowen CAWINDOWS Explorer EXE
&) FNPLicensing... 3268 Nomml 0 2996K  SYSTEM €10 gram Files\Common FilesiMacrovision Shased FLEXnet Publisher\FNPLicensingServioe exe
Fleinghere 3276 Nomal 0 BEE8K  ceven CGoingI2tls\gomgs.exe
[Flrkemi exs 5752 Normal 0 36MK  cowen CAWINDOWSlsyeterm3ibkomd s
G HrSmgbee 4104 Noml 0 158K cowa €0 gram Files HypesSisp G psiiuap6 exe
Bl s 44 Nomal 0 35308K  ceyen (o grann Filesintesnet Bxploretisxplors e
Plichperens 3712 Normal 0 358K cowen CAWINDOWS\system32ighipers sxe
EIDEHSVE BXE 2268 Nommal a 1,808 K SYSTEM CAWINDOWR\systen 32 HoctlSve exe
Qisschese 2040 Nomal 0 328K ceyen P gram Files\Common FilesiTnstalShisl pd e
Fliusexs 1844 Tile 0 LEOK  SYSTEM CProgram Filesilavatjrettbintios.exe
Edjuched e 2608 Nommal 0O 4,006 K coyen C:\Program Files\avaljreBibintjusched sxe
[Fissssese a8 Nomsl 0 1960K  SYSTEM CAWINDO WS lsysternisass.exe
[IMPAR I e 3948 Normal 0 463K cowen €0 gram FilesiCommon FilesHokiatMPAPIMPAPL 35 s
Flmysrid-ntexe 1888 Nommal 0O 14108K  SYSTEM C:\Program FilesMySOLMySOL Server 5. 0bintmysyli ntexe
[BNBServicecse 2240 Nomal 0 5OMK  SYSTEM (o gramn FilesNero\WeroB\Wero Bae HUpWEService ex:
[IHCIBCE T 36508 Hgh 0 47HK  coen € gram FilelPC Connsctivity Salution\TransportSHoIBCE TSrv v
FlucRSSrv e 2396 High 0 2,256 K SYSTEM C:\Program Files'PC Connectivity Solutiont TrensportsNeIRSSrv exe 3
FitComst - a BitTorrent Clisnt 1 04, Copyright(C) 2005-2007 ATl Rights Ressived I




What on my computer

@ [nnovatools What's On My Compuier?. D@ﬁ\

File View Fovorits Help

S 1807 -0 %S0

Documents RecycleBin Others  Programs | Processes | Now Running Auto-stant Search Files Reaisty  Hardwiare  Custom

Al
Frogiam Name: File Name Compary Name Version Copyright File Desciption A
P syne PeSync2 exe Time: Information Services Ltd 200 Coppright ¢ Time |.5. Ltd. 2002 - 2008 PC Syne
) FLENnet Publisher (32 bif FNPLicensingSe...  Macrovision Europe Lid. Copyright 2005-2008, M acravision Evrope Lid, Allrichts res...  Activation Licensing Servic
Dwinzip WZOKPICK EXE  WinZip Computing, 5.L. 112 (8067) Copyright [c] WinZip Intemnational LLC 1991-2008 - All Righ...  WinZip Executable
[TIPC Conrectivity Solution ServiceLayerewe  Mokia. 35 Coppright ¢ 2002-2008 Nokia. All Rights Reserved. Servicelaper Module
[APC Connectiviy Solution NelUSBSrv.exe 34 Copyright (2] 2007, 2002 Nekia, A0l Rights Reserved NelSES v Application
[FAMokia Connectivity Library MPAPI3s.exe MNokia Corporation 6O Copyright ¢ 19932004 Mokia. &Il Rights Reserved Mabile Phone AF1
[ETIPE Connectiviy Solution [ 33 Copyricht [c) 2007. 2008 Nokia &1 Rights Fieserved NeRSSr Applcation
[APC Connectiviy Solution NClBCETSrv.ene 35 Copyright (¢) 2007, 2008 Nokia. Al Rights Reserved NCBCETSr Agplication
[FIMessenger usnsve exe Micrasoft Corparation 851302 Copyright [c] Microsoft Corporation. &l rights reserved Messenger Sharing USH Jc
[T Goinga exe Gicingd ewe
M MicrosoftR WindowsR Dperating System  conime.exe Microsoft Corporation 5126008612 o Microsalt Comoration. Allighls reserved Console ME
Bluetaoth Software 4.0.1.2101 btwdins exe Broadcom Corporation. 4012101 Copyright 2000-2005, Broadcom Corporation. Bluetaoth Support Server
i 2007 Misiosf Dffice systemn WINWORD.EXE  Microsoft Corporation 12063085000 ¢ 2008 Micrasoft Coporation. Allrighis eserved Micrasot Difice Word
ET
&8 HyperSnap v.6 HprSnap exe Hyperiorics Technolagy LLC 613,20 Copyright ) 1995-2007 Hypeiionics Technolagy, LLC HyperSnap
& MictosohiR) Wirdows(R] Dperaling System isplore ee Microsat Corporation 50029008512 (C] Microscht Comoration. &l rights reserved Itemmet Explares
[CMicrosoftR ‘windows Live Login Helpsr ~ wlLogirProsp.e...  Microsoft Corporation 5.000.744.4 Copyright ¢ 1995:2006 Microsoft Corporation. WLoginProw.swe
() Inavateols What's On My Computer WOMC exe Innovatools 21 Copyright ¢ Innovatools 20002006 Innovatooks What's On My v
< >

Search: by Program Name: ESET Smat Securiy

EU
To find information about the selected item on the Internet,use the Search field and the Go button above.

Program Name: ESET Smart Security
File Name: ekm exe
Company Name: ESET
Version: 3.0658
Copyright: Copyright () Eset 1992 - 2008 Al rights resemved
n: Eset Service
B5S

lename: ek exe
Internalname: ekm exe

54 runnig processes
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& Autoruns [CCYEN-2770D0D1Dkccyen] - Sysinternals: www sysinternals com
Fie Entry Options Uswr Help

d=2 s
[%) Appinit [% KrownDLLs B wirlogon & Winsock Providers 2 Print Monitors W L5A Froviders
3 Eventhing | a8 Logon | H Explorer | @ IntemetExplorer | () Scheduled Tasks | % Services | 24 Drivers | [ BootEnecute
Autorn Entry Tesoription Publisher Trege Fath
@»mﬂm petermiC et cntalde #lontrl T 1 -
[ sdestip RDF Clip Mendten MWfioumnit Clorponstion o wrindonrseysteriHudpo lip exe
i FRLIASORT i Nz i i
[=] CAWINDOWR:... Ussint Logon Applicsfion  Micxoeaft Campanstion e windouseyst i Znserinit exe
(@ HELMSOFT NT\ e
J Elowsw  Windows Exgloums Micuzeaft Cpeastion cwindowseoploseraze
(g ERLMSOF TWARFAMe oanfiindows\Cuae sdWession Run
[T] Aomhat hesistonomTimy Adote Systerrs b o \pungmm flestadobelaeiobat 8 Clasicbaflasiotisy. axe
& At Resltek Azalis Audio - Event .. e . indoiel

Fille not faund: ¢ ADownloadstha- Alarmes: Keylogge: Litteldexe
Hew Chengjie ME Property &... Miozmecft Corp. 1 lechmi i i
Fill not found: € Puogiarn FilesDudsbduds ane

Eset GUI ESET o-puogram fileslesetleset nod32 sntivimstegui exe
File not found: C:APaogiarn Fileshehutdoum, comm

e Module Intel Corpovstion. owrindowsteysterdZlorrd exe

persishence Module Intel Corpaustion, e wrindowsteystervdZighepers axe

igheTuay Module Intel Corposation o windowsteysterrdighctny exe

menphugin Micweoft ZE71IF.. 1

Mioimznft IME Miomsoft Corpomstion o Awindonshiree i pS_Liipreig exe

Installfhisld Update Sexvie 1. Install¥lield Boftwase Oruporst... o dpuogmm lesloormmmon, il
InstsllSThield Update Sexvice ... InstalISlisld Softwass Coapoust... ¢ pungram &l 1
fle not found: € Paograrn Filesihns nifferManiniffer exe

Ready.

EBX

& Metwork Providers

[ Image Hijacks
-




MSConfig
..

IRV N VR NN A
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msconfig ;| — ' f& 2
—iE# R T
TALT g D]k Supd
¢ p B3 7 enilag o

Fgk e

—H SVRTEM.INI

BENHE
7 i
] dgtutray
7] Hkcind
v] igfxpers
| RTHDCEL
7] ALCMTR
] CINTLCFG
v| TINTLCFG
7| Leroteay
=]

7

V] dude

<

WININI | BoOTINI | B3 | B8 TA

&

JEd..  HE FTWALRE ent’ ..

CATTH DO AT st HELM'SOFTWAREWM icromdth ' ind owshCurentV .
CAWINDO W Seystem ... HELMWSOFT WAREMicrosofth W ind ows\C urentV ...
CAWINDOW Seystemn .. HELMWSOFTWAREM icromfti W ind owsiC urentV ...
ETHDCPL EXE HELM'BOFTWAREM icromftiWind owsiC urentV .
ALCMTR EXE HELM'SOFTWAREWM icromdth ' ind owshCurentV .
CAProgram Files\Com... HELM@OFTWAREWMicrosofty W ind owsh-wrrent V...
CAPrograv Filles\Com...  HELMWOFTWAREMicrosoftWind ourshC urrentV ...
"ChProgram Files\bda.. HELMWOFTWAREWMicrosoftiWind ows\CuorentV ..
HELM'SOFTWAREWM icromdth ' ind owshCurentV .
HELM'SOFTWAREMicromith ' ind ows\C urentV ..

C\Program Filles\Dodet...  HELMGCOFTWAREMicrosoft Windows\CumentV... ¥
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B MegaSecurity.org

MEGA SECURITY

Mo Downloads

Files 2000Files 2001Files Jd004Files 2003Files 2004Files 2005 Files 2006Files 2007 Files 2003

W/A January Jarmary Janmary Jamary Jamary January Jarmary Jamary
W/A February February February February February February February February
Narch Narch Narch Narch Narch Narch Narch Narch Narch
April April April April April April April April April
Ny Mas Nay Nay Nay Nay Nay Nay Ny

June June June June June June June June June
July July July July July July July July July
Auzust hugust August Auzust hugust August Auzust Eugust Auzust
September Septenber September September September September Septenber September September
Dctober October October Octoker October October October October N/A
HNovember November November November November November November November W/ &
December December December December December December December December W/ &



Senna Spy

Senma 3py Intemet Worm Generator 2000 Vexson 1.00

Senna Spy Internet Worm Generator 2000 Version 1.00

The first Internet-‘¥orm Generator in the World!

Brazilian Hacker Group |

wiorm Mame: IT_l,lpe the ‘Worm's name here

Subject: IT_l,lpe the meszage's subject here. ..

E-tail Message: IT_I,Ipe the meszage's body here...

v Crypt Code 7 [~ Mebwark Campatible ?

[ Choose:
" Engliste " Portugul

Exit |
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PSBinder

1 PE Binder By Scofield - Creditz To Erazers

Filenarme

Size  InstalDir

* C:ADocuments and Settingshcoyen. . 108 KB

Installation Foldex |§|

Select your Installation Faolder:

() Windows Directony
(%) System Directory
Cancel

() Temp Directary
() Roat of Windows Directary [e.g.: o)

—

Hdoors org

-

[ ] Custom Stub | | g I




Cryptix Binder

W Cryptix Binder ({{ FUD por amyliex}}}

Filename Execution Drop Path

HpsCan, exe Z\Documents and Settings,..  Mormal Sysbem

add
Eemove

Execubion stvle  *
Dirop Dirrectorny #

Progress:




SpyBot Search & Destroy

J8 Spybot-Search & Destroy - HBiTRERMR! |: E| E|
BRE #AM BHF@ HEM
= Epybot-24D

'E

IE I X FEEES @) FNE®

TR e,

hot-S40 BIE H - RESEEE [E HMEPRTE] RS FAmAIReE » i
ﬁEﬁJFﬁﬁ] EFEMRE - #n R E—NER 55T (8

E

FiRE 851

¥
. Click the bar at the right of this to s=ee more inf. .

Moatsoft AntiMalware Malware

Ardamax Eevloggers

BiTRREMRE (133920/287542; Virtumonde d11)




A-Squared Free

Ba*ﬂ*%ﬁ; ~?;§
IR m_
m;j" Hb ’ t',"i' "l /i'i. ;

a-squared Free 3.5 _o

m T A'SQUARED

FREE

y.\‘ Security Status Scan PC

Processes scanned: 12 | Traces scanned: 0 | Objects detected: 0
ﬁ Scan PI Files scanned: 550 | Cookies scanned: o

Scanning: [1556] C:\WINDOWS\system32\cnbjmon.dl

* Quarantine Di i | Details

@ Help

Scanning memory...

-- Close --




AVG Free Edition

AYG Anti-¥Virus Free

File Components History Tools Help

AVG
. Anti-Virus

Free Edition

_.é! Overview

q Computer scanner

3 Scan whole computer

#A Update now

) Finished

Etatistics

¥ Show notification

You are protected.

Scan is running

all security features are working correctly and are up to date.

File:

[6 C:\Documents and Settings\coyen! & &\ HyperSnap 6.31.01HprRes. .

8! C\Documents and Settingsicoven! L E HyperSnap 6.31.01Hprana. .,

¥ HKLMSOFTWARE Classes\Interf aceld 75201 S3F-4EAT-4CE0-306-T. ..

E HKLM\SOFTWARE\KMINT 21

"F,n HELAS-1-5-21-1606950845-1 284227 242-7 2534554 3- 1003 Softwarel,. .

Resulk{Infection

Trojan horse Genericl 1.GKZ
Trojan horse Genericl1.GKZ
Found Adware, CoolWebSearch
Found Adware.DeskkopSpyagent
Found Adware,DeskkopSpyagent

p ?
Objects scanned: 463322
Thteats found: z
Elapsed time: 1 minutels) 42 second(s) C%
Currently scanning: File system -
Current object: Crioygwinibintecho, exe

Additional scan settings ...

‘ J Fast scan | | Panz

‘ ‘ Cancel




AD-Aware 2008 Free

d-Aware SE Personal &
{s F’“%.r_’\?ﬂ?ﬂw"’t’ i A

N Lo *
ﬁ}t » VYA

3

|§\ 4t -@-\
E%ﬁm
%t

- —n\\\,

L

“Z

S
na
V-

(VI

i

m o
e
3

LAVASOFT A . , =
AV A\ )

Status} Performing Scan

- Sem - Overall Scan Progress

@ Scan Mode
Qusrantine & lgnore
eehecle, Section Progress

Current section: Dieep scanning Registry
Current path: CLSIDYD4ADG206-C458-4240-4000-E063 A 22 2B66C 1
Current abject: InprocServer32

Scan Details

Selected scan mode: Full Scan
Definitions File: 0051.0000
Total objects scanned: 2954
Total infections detected: ]
Ohbjects ignored: 1}

Scan time: 000017




Spy Emergency
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