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char str1[10];
char str2[]="abcdefghijklmn";
strcpy(strl,str2);
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const int BUFFER_SIZE = 10;

char strl[BUFFER_SIZE];

char str2[]="abcdefghijklmn";
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If ((strl != 0) && (strlen(str2) < BUFFER_SIZE)) {
strncpy(strl,str2, BUFFER_SIZE);

} else {
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B fz ;' 75 ¥ £ (Code/Text segment) -
B 7kl % £ (Data segment) o
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S Code/Text
top(low addr)
Data
Stack Tpush
Stack bottom(fixed addr)
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void function(int a,int b)
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> (&R {
buffer2 I char buffer1[5];
bufferi =N char buffer2[5];
sfp MY R TR stack framefirtlt }
ret Y
AR void main()
KRB {
function(1, 2);
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char xd[] = X0r eax,eax
“\x31\xc0"” push eax
“\x50" push OxOa7a726f
“\x68\x6f\x72\x7a\x0a” MOV ecx,esp
“\x89\xe1” mov al,4h
“\Xb0\x04" xor ebx,ebx
“Xx31\xdb” mov bl,1h
“Xb3\x01" mov dl,5
“Xb2\x05" int 80h
“\xcd\x80" XOr eax,eax
“\x31\xc0"” Xor ebx,ebx
“\x31\xdb” mov al,1h
“Xb0\x01" int 80h
“\xcd\x80"
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(1)# it /& J) (Stack overflow)

(2)3a # 7% 1 (Heap overflow)
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void function(char *str) {
char buffer[10];
strcpy(buffer,str);
}
void main() {
char large_str[255]; int I;
for (1=0;1<255;1++) large_str[I] =*A’;
function(large_str);

}

buffer

bp

ret

*str
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B RAD (Return Address Defender)
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