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e Confidentiality

® a set of rules or a promise that limits access or places
restrictions on certain types of information

o Integrity

e maintaining and assuring the accuracy and consistency of data

over its entire life-cycle
o Availability

e the information or service must be available when it is needed.




o No-repudiation

e one party of a transaction cannot deny having received a
transaction nor can the other party deny having sent a transaction

e Authentication

o the act of stating or otherwise indicating a claim purportedly

attesting to a person or thing's identity

e Authorization

o the function of specifying access rights to resources related to
information security and computer security
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® Telecommunications and Network Security
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https://github.com/darylixd/lifelong-learning/blob/master/how-to-become-a-hacker.md
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THE Hack News

o https:/ /thehackernews.com
Zero-day.HITCON

o https:/ /zeroday.hitcon.org
FREEBUF

o http:/ /www.freebuf.com

» Exploit Database

o https:/ /www.exploit-db.com
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Google Hacking

1
- At wu-.hn-;- .’»«m.dw Natamal (phme
Secerey Divivon, Degartment of Homeland Security

Goog.le Google
Hacking

FOR PENETRATION TESTERS - -
Google & FFER

Explore the Dark Side of Coogling
= Morph Coogle from “Disectory Avsatance Pleawe” ro a Rg Mounted
Poewrmets Bock Dol

« Sew Mow Tod Goys Use Portscans, CO8 Scans, and Web Server
Fingerpriating %0 S0l in the Rack Door of Your [rterprive

« Slam the Door on Nalcious Google Macks That Dxpose Your
Organation’s inlorration Caches, Frewals, 1D Logy,
g Pavwaord Dtabunes
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Exploits Database by Offensiy

Verified

Show | 15

Date
2018-11-27
2018-11-26
2018-11-26
2018-11-26
2018-11-26
2018-11-26
2018-11-26
2018-11-26
2018-11-26
2018-11-26
2018-11-21

2018-11-21

<

@ https://www.exploit-db.com

Has App

D

@« &€ |« |« | |« |« |« | |

|¢=

Title

Netgear Devices - Unauthenticated Remote Command Execution (Metasploit)
Xorg X11 Server - SUID privilege escalation (Metasploit)

Arm Whois 3.11 - Buffer Overflow (ASLR)

ELBAS 5.8.0 - Remote Code Execution

Zyxel VMG1312-B10D 5.13AAXA.8 - Directory Traversal
No-Cms 1.0 - 'order_by' SQL Injection

Ticketly 1.0 - 'kind_id' SQL Injection

MariaDB Client 10.1.26 - Denial of Service (PoC)

WordPress Plugins Easy Testimonials 3.2 - Cross-Site Scripting
Ricoh myPrint 2.9.2.4 - Hard-Coded Credentials

WebOfisi E-Ticaret V4 - 'urun’ SQL Injection

WaordPreaa CherrvFramewnrk Themea R 1 4 - Rackiin File Downlnad

Type
Remote
Local
Local
Remote
WebApps
WebApps
WebApps
DoS
WebApps
WebApps

WebApps

WehAnne

https:/ / www.exploit-db.com

Search:

Platform
Hardware
Multiple
Windows_x86
Windows
Hardware
PHP
PHP
Linux
PHP
Hardware

PHP

PHP

Y Filters Y« Reset All

Author
Metasploit
Metasploit
zephyr
Florian Bogner
numan tirle
Loading Kura Kura
Javier Olmedo
strider
En_dust
Hodorsec

AkkuS

h1nNl4r




o Google Hacking Database X -+

& CcC 0 @ https://www.exploit-db.com/google-hacking-database

0
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) EXPLOIT
D'ATABASE
Google Hacking Database

Show | 15 Quick Search

Date Added # Dork Category Author

2018-11-28 "inurl:"Umbraco/#/login" site:*edu" Pages Containing Login Portals CrimsonTorso

2018-11-28 "site:ghostbin.com"/"" Files Containing Juicy Info CrimsonTorso

2018-11-28 "site:hastebin.com" /" " Files Containing Juicy Info CrimsonTorso

G

H

2302030000000 00000 nfvarnanne

2018-11-27

2018-11-27

2018-11-27

2018-11-27

2018-11-27

2018-11-27

2018-11-21

2018-11-20

2018-11-16

2018-11-15

NN10 11 1

intitle:'index of' "error_log"

intitle:'index of' "access_log"

inurl:/certsrv/certrqus.asp

inurl:/config/authentication_page.htm

intext:"Type in Username and Password, then click Ok" intitle:"log in"
intitle:"index of /" intext:/backup

"syd_apply.cfm"

inurl:/wp-content/uploads/wp-backup-plus/

intitle:"index of /" authorized_keys

index of kcfinder/

HAN PRSP S N PR T

Sensitive Directories
Sensitive Directories
Various Online Devices
Pages Containing Login Portals
Pages Containing Login Portals
Sensitive Directories
Error Messages
Sensitive Directories
Sensitive Directories

Sensitive Directories

[ o PR T PP n Yo g gy

Brain Reflow

Brain Reflow

Mattias Borg
ManhNho
ManhNho

Mattias Borg

CrimsonTorso

PUNIT DARJI

nuria_pp

ManhNho

AA~ NI o

DB, https:/ / www.exploit-db.com / google-hacking-database
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® Port Scanning (3 il v [ #74)

® Network Scanning (48 i%ZEFE 1)

® Vulnerability Scanning (5%%5?%% ‘
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e Port Scanning

o 14 A B TR AELT 1 L AR B
(Port21) ~ #4E falik#s (Port 80)

e Network Scanning

o BT B A LG

e Vulnerability Scanning
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B RIE T (Port )?

® port R E AR A S 11, e ) B Jmy B R AT — Bk, AR AR AR A A
ve R RS, BN © T9ee L3R A SRR AR A ~ 25k L1 SR IERH B 42 2%
SRR S5

BBA % > Port Wg ?
e (0~65535
Well-Known Ports

e (0~1023

Dynamic Ports

o 1024~65535
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PoriNumber

20 ftp-data ftpE P} EIR

21 ftp EBERBWNE (fip)EiRE
22 ssh Secure Shell

23 telnet Telnet

25 smitp Simple Mail Transfer Protocol

53 domain 4813 2 FE AR 75
69 tftp TFTP

80 http www RS
pop3 mail BNIHE




ZENERBWiRE
48 s 5 el 1A E

115
123
137
138
139
143
443
445
1433

sftp
ntp
netbios-ns

netbios-dgm

netbios-dgm

imap
https
microsoft-ds

ms-sql-s

netbios #

i AR TS

netbiosE& i} 81 fRF%
netbiosT {EP&EXARTH
k\r.”zg EgﬂﬂIU\ﬁHYT /:E

https

EiBtcp/ipiismb

ms sql server




3306 mysql mysql server

3389 rdp windows 2 £ [H
8080 http www BRF%
8443 https https
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ttp://nmap.org/

Nmap Security

Scanner

* Intro
Ref Guide
Install Guide
Download
Changelog
Book
Docs

Security Lists

* Nmap Hackers
Nmap Dev
Bugtraq
Full Disclosure
Pen Test
Basics
More

m Reference Guide Book

Download
Bug Reports  OS Detection
In the Movies

=) ol e

‘ & Nmap - Free Security Sca...

Stealthy SYN Scans, ICMP Host Probing
Advanced OS Detection Algorithms..

Can YOU handle that power? The bad guys alread
Install Gui
Zenmap GUI Docs
Related Pr

Changelog

Propaganda

Fix What Matters, or Deal Wit

(with Risk I'O & Nmap)

- . A Y
Your vulnerability scanner can identify issues in
>




Online tools (1/2)

o https:/ /pentest-tools.com /network-

vulnerability-scanning / tcp-port-scanner-online-

nmap

® ® ® 7 1CPPort Scan with Nmap | Pe: X +

<« - C O @ https://pentest-tools.com/network-vulnerability-scann... & Y ¥ @ S

—
/ Pentest-Tools 40 Free Credits TOOLS ~

TCP Port Scan with Nmap

« 10 Credits

Discover open TCP ports, detect service version and operating
system



https://pentest-tools.com/network-vulnerability-scanning/tcp-port-scanner-online-nmap
https://pentest-tools.com/network-vulnerability-scanning/tcp-port-scanner-online-nmap
https://pentest-tools.com/network-vulnerability-scanning/tcp-port-scanner-online-nmap

Online tools (2/2)

o https:/ /hackertarget.com/nmap-online-port-
scanner /

: PR
) © @ online Port Scanner Powered I X +

& C Y @& https://hackertarget.com/nmap-online-port-scanner/ & % P @

HACKER TARGET SCANNERS TOOLS RESEARCH SERVICES ABOUT () PRICING LOG IN

Nmap Online Port Scanner

Use Nmap to find open ports on Internet facing systems with this online port scanner.

Test servers, firewalls and network perimeters with Nmap Online providing the most accurate port status of

a systems Internet footprint. It is simply the easiest way to perform an external port scan.

Launch Nmap Port Scan

Ports Checked in Free Scan

Free Port Scan to check any IP address and test 10 common TCP ports with 21 File Transfer (FTP) 110 Mail (POP3)
X i . 22 Secure Shell (SSH) 143 Mail (IMAP)
Nmap version detection ( -sv ) enabled. Once you see how easy it is grab a 23 Telnet 443 SSL/TLS (HTTPS)

membership and get immediate full access. 25 Mail (SMTP) 445 Microsoft (SMB)
80 Web (HTTP) 3389 Remote (RDP)

IP address to scan...

QUICK NMAP SCAN
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= Zenmap ~+ Zenmap

Scan Tools Profile Help

Target: | 74.207.249.248 ¥ | Profile: | Intense scan E Scan| |Cancel ITarget: 74.207.249.248 E Profile: | Intense scan EI Scan| |Cancel

Command: nmap -14 -A -V /4,20/.24_ .248 " Command: nmap -T4 -A -v 74.207.249.248

I Hosts l Services Nmap Output | Ports / Hostsl Topologyl Host Deteilsl Scans| W[ Services ] I Nmap Output| Ports / Hosts ‘T::pologyl Host Detailsl Scans|

0S 4 Host ’nmap -T4 -A -v 74.207.249.248 E 0S 4 Host 4 Port « Protoco ate 4 Service 4 Version
{/ [i91-248 members L/ 1i91-248 members ® 22 tep open ssh OpenSSH 5.9p1 Debian Subui

Starting Nmap 6.47 ( http://nmap.org ) at 2015-01-20 B ® 2o tcp open http Apache httpd
10:52 & ILENERFRS

NSE: Loaded 118 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Ping Scan at 10:52

Scanning 74.207.249.248 [4 ports]

Completed Ping Scan at 18:52, ©.14s elapsed (1 total
hosts)

Initiating Parallel DNS resolution of 1 host. at 18:52
Completed Parallel DNS resolution of 1 host. at 18:52,
0.84s elapsed

Initiating SYN Stealth Scan at 1@:52

Scanning 1i91-248.members.linode.com (74.2087.249.248)
[1600 ports]

Discovered open port 88/tcp on 74.207.249.248
Discovered open port 22/tcp on 74.2087.249.248
Completed SYN Stealth Scan at 18:52, 3.53s elapsed
(1000 total ports)

Initiating Service scan at 1@:52

Scanning 2 services on 1i91-248.members.linode.com
(74.207.249.248)

Completed Service scan at 10:52, 6.29s elapsed (2
services on 1 host)

Initiating OS detection (try #1) against
1i91-248.members.linode.com (74.2087.249.248)

Retrying OS5 detection (try #2) against
1i91-248.members.linode.com (74.207.249.248)
Initiating Traceroute at 18:52

Completed Traceroute at 10:52, ©.02s elapsed

NSE: Script scanning 74.207.249.248.

Initiating NSE at 18:52

Completed NSE at 10:52, 3.25s elapsed <« .m »
Nmap scan report for 1i91-248.members.linode.com

Filter Hosts (74.707 249 _.248) Filter Hosts
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~+ Zenmap

Scan Tools Profile Help

ITarget: 74.207.249.248 |Z| Profile: | Intense scan

B [G] Cancel

| Command: nmap -T4 -A -v74.207.249.248

~+ Zenmap
Scan Tools Profile Help

‘Target: ’74.207.249.248 E Profile: | Intense scan

IZI Scan ‘Cancel

" Command: nmap -T4 -A -v74.207.249.248

—
| Hosts || Services | |NmapOutput| Ports /Hosts| Topology
 —

Host Details | Scans |

M[ Services | | Nmap Output| Ports / Hosts | Topology| Host Details

0OS 4 Host

| Hosts Viewer | Fisheye|| Controls

OS 4 Host

= §|i91—248.members.linode.com (74.207.249.248)

L 1i91-248. member:

Save Graphic

L/ 1i91-248 member: = Host Status
State:
Open ports:
Filtered ports:
Closed ports:

Scanned ports:

up
z L
0

998
1000

E51i91-248 members linode.com (74

localhost

Up time: Not available ﬁ

Last boot: Not available

=l Addresses
IPvd: 74.207.249.248

IPv6:  Not available
MAC: Not available

= Hostnames

Name - Type: [i91-248. members.linode.com - PTR

= Operating System
Name: Fortinet FortiGate 2008 firewall

Accuracy: ] 95% ‘
Ports used

0OS Classes

Comments
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nmap -sS -T4 -A -v 192.168.53.150

Help
Idle Scan (Zombie)

LR

Profile| Scan | Ping| Scripting | Target | Source

Scan options

Scan by spoofing packets from a
Targets (optional): 192.168.53.150 zombie computer so that the

) ) targets receive no packets from
TCP scan: TCP SYN scan (-s5) your IP address. The zombie must
Non-TCP scans: None meet certain conditions which
Nmap will check before scanning.

Timing template: Aggressive (-T4)

Enable all advanced/aggressive options (-A) Example input:
"] Operating system detection (-O) zombie.example.com
| Version detection (-sV)
"] Idle Scan (Zombie) (-s)

"] FTP bounce attack (-b)
"] Disable reverse DNS resolution (-n)

(] IPv6 support (-6)

[ Qancel] [ E Save Changes

L~ I J LT W.. TEEs .. . EHJST WS s 2 =8 _ 1 r

3203000003000 008008303000 000300a0r0s



A8 % B 3 TR A -Nmap

([ mmam mmmmmm e e r——— — T——— — .
~+ Profile Editor . “‘ﬁu

PR— - I— T4 A 200 % %1
nmap -T4 -A -v -Pn --script dns-zone-transfer 192.168.53.150 ‘

L L L L L R

L

Profile | Scan| Ping | Scripting | Target | Source | Other | Timing Help |
Don't ping before scanning

Ping options

; Don't check if targets are up
iDO”'t ping before scanning (‘p")il before scanning them. Scan every
7] ICMP ping (-PE) target listed.

"] ICMP timestamp request (-PP)
"] ICMP netmask request (-PM)
"] ACK ping (-PA)

"] SYN ping (-PS)

| UDP probes (-PU)

"] IPProto probes (-PQ)

"] SCTPINIT ping probes (-PY)

[Qancel] [ ESave Changes

1 I allssas 'l ea® wel scsssss i B s
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NSE Scripts

® Nmapp A 5|25 » & HBfNmapp) H 58 KF
5 BT a8 Le A ] DL 5E e M AS ik ) H B

B -
* MRAASHB TN f T RIORA L AW,

> = Profile Edltor —_
_: N - o B - somee T4 A « 100 088 %) 1% - ‘
Zl / o nmap -T4 -A -v --script dns-zone-transfer 192.168.53.150

‘ Proﬁlel Scanl ping‘ Scripting }Targetl Sourcel Otherl Timing‘ l-:_?slfof scripts

AR T A LA

+ |Categories: discovery, intrusive

[7] dns-recursion A list of all installed scripts.

7] dns-service-discovery Requests a zone transfer (AXFR) from a DNS Activate or deactivate a script by
— server. clicking the box next to the script
[] dns-srv-enum name.
] dns-update The script sends an AXFR query to a DNS
server. The domain to query is determined by

[C] dns-zeustracker examining the name given on the command  ~

dns-zone-transfer Arguments

[T domcon-brute Arguments
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[7] domcon-cmd
[7] domino-enum-users

[] dpap-brute
< | 1 \ »

F_\‘em ove

dns-zone-transfer.domain
dns-zone-transfer.server
dns-zone-transfer.port

newtargets

Igancel] [ E Save Changes
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Troubleshoot and secure your home
network with the Fing app and Fingbox
Sensor.

Download the free app today.

GETITON s Download on the
P Google Play | @ App Store
Buy Fingbox ( Learn More )

1n

Fingbox Partner Support Blog

uil vodafone UK & 11:06 3 38% @ )

Fing London v @

yam

«r/ \[/& \v//\/<\0,;‘

Ava Violet Evelyn Catherine Teddy Natali|
15m 1h 1h 1h 2h 2h |

WHAT HAPPENED TODAY
@ Digital Presence

Ava
Violet
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Catherine
Teddy
Natalie

Marcus

(N Diaital Fence

BUY NOW Web App




4% Angry IP Scanner - the original X +

Cc O @ https://angryip.org

View on GitHub @

~» Angry IP Scanner

Fast and friendly network scanner About  Screenshots Download FAQ Contribute

Features

IP Range: 195.80.116.186 to 195.80.116.186
Scans local networks as well as Internet Hostname: \e-estonia.com IPT | Netmask
ilei IP Ping Hostname Por
IP Range, Random or file in any format @ 19580116170  [18Ms (/3] /8
Exports results into many formats @ 195.80.116.171 ‘16 ms [n/a] 443
. . @ 195.80.116.172 38ms [n/a] 80
Extensible with many data fetchers ©19580116173  |36ms  [n/a] e
Provides command-line interface ©195.80.116.174  [19ms [n/a] 80
@ 195.80.116.175 22 ms [n/a] [n/a]
@ 195.80.116.176  |[n/a] [n/s] [n/s
Over 23 million downloads @ 195.80.116.177  |[n/a] [n/s] [n/s
@ 195.80.116.178  |[n/a] [n/s] [n/s
Free and open-source ©195.80.116.179  (688ms  [n/a] 80,44
Works on Windows, Mac and Linux ©195.80.116.180 (358 ms  [n/a]

) . ©195.80.116.181  [22ms  [n/a]
Installation not required ©195.80.116.182  |18ms  [n/3]

@© 195.80.116.183 [n/a]

Free Download © 195.80.116.185 s njal
@ 195.80.116.186 [n/a]

Ready Display: All

Description

Angry IP Scanner (or simply ipscan) is an open-source and cross-platform network scanner designed to
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e Nessus(http:/ /www.tenable.com/products/nessus )

e Openvas ( http:/ /www.openvas.org/ )

° #t¥Web i FFE CUAY 55 A5 R R4
o O-scan ( http:/ /www.wesoft.info/download.php)

e Vega ( https:/ /subgraph.com/vega/ )

o W3af(http:/ /w3af.org/)
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Greenbone Security Assistant - Namoroka
File Edit View History Bookmarks Tools Help

e« - 3 o [SFEERERRNEE] https://192.168.11.93/omp?cmd=get_tasks&overrides= v [$+

Greenbone Logged in as demo | Logout
" Security Assistant

Fri Oct 1 11:57:31 2010 (UTC)

Tasks B 8
2 Scan Management rts
Threat Trend | Actions
oo e [

o Tasks Task .. Status L]
Conficker Search
Jun 15 Oct1

o New Task
(Search for Conficker on our Pl e e None g g (XA~
o Overrides Windows machines.) -

o Performance Deep Scan Linux

O Configuration (This does a deep scan of our > 1]~
- GNU/Linux lab machine.) Greenbone Securi
o Scan Configs File Task View Settings Extras Help
o Targets Deep Scan Windows ~ Dashboard Performance

This does a deep scan of our KL : : (607 [2] : [268 []
o Credentials g\ﬂiCFOSOft WindOV\?S lab machine ) - Vulnerabilities Scan Tasks Top 5 Tasks wan (3 LEZH ﬂ P
o Agents Dzep Scan Windows 105
IT-Grundschutz Scan o mamie o o2 |conficker search 1
o Escalators (Tests for Compliance with oot | oot Nighty Scan 1
o Schedules IT-Grundschutz, 11. EL) O None:1 Quick ScanLinux 1

"»GrunUSchutz Scan 8

o Notes

System load

2 Administration Nightly Scan
o Users (This scan does a nightly scan of
the entire network and sends a - Trends Task Overview Resources Overview 8 S
© NVT Feed mail if the threat level increases.) e Targets ‘

. ) Scan Configs
o Settings = = Running
Qu!ck Scan Linux ) Pitoress Eaaciors
GHelp (This does a quick scan of our Done D dorcls
. . ents
o Contents GNU/Linux lab machine.) ... veites
oaoaggw Notes

System load

11:10 11:20 11:30

5] min 0.00 Min, 0.18 Avg, 1.0l Max, 0.39 Last
n min 0.00 Min, 0.17 Avg, 0.46 Max, 0.15 Last
M 15 nin  0.00 Min, 0.13 Avg, 0.30 Max, 0.13 Last

coomm = ®a

o About

refresh System Load v | | Save image as

Greenbone S ity istant (GSA) Copyright 20 Report Deep Scan Windows (Tue Jun 1508:12:22 2010) (=163

L+ < > |

i threat descending
‘ Name [ [ staus [ Repons] st Last | meat [ Trena | [ g b Hesulls1-10001|30 [Fittered resutts 1100 +| as [cPE  [+] | save

Quick Scan Linux ~ Done | 2 Jun 152010 Jun 152010 = e 100 of 105 T B

Conficker Search Done 1 Jun 15 2010 Jun 15 2010 [3€] Dtac 0of 25 High (CVSS: 9

T Scan [ Dore | 1 Jun 15 2010 Jun 15 2010 O 06D \\4H 0 indows Indeo Codec Multiple Vulnerabilities (OID: 1.3.6.1.4.
Add Note

O 00of 10 Add Override

Nightly Scan & [DGsiEll 102 Jun 162010 Apr 52011 | Overview: This host is insatlled with Microsoft Windows Indeo codec and pr
- 0of 0 Multiple Vulnerability
rn 152010 Jun 15 2010 | _ 0 Vulnerability Insight:
The mltiple Flaws are due to:
OZ - An error in the Indeo4l codec when processing a specific size within the
'movi' record of a IV4l stream can be exploited to cause a heap-based bu
[ ] [ Search ] overflow.
N - An error in the Indeo4l codec when decompressing a video stream can be
Results per page: [ 100 Ij‘ exploited to cause a stack-based buffer overflow.
o || a1 ] G

Deep Scan Linux [Stdpped at 23% | 0

Crede... | Agents | Notes | Ove.. | Slaves | Report For... | | Task Desp Scan Windows ] Report Deep Scan Windows (Tue Jun 15 09:12:22 2010)

Refresh Interval: manual
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#. Greenbone 5% Admin admin | 3%
&2’ Security Assistant Tue Apr 12 03:08:59 2016 UTC

SecInfo ¥

VA B BRI

O H

apply_overrides=1 rows=10 first=1 sort=name

& mEY s

VApply to page contents B a u ¥

(RZ AR 823 apply_overrides=1 rows=10 first=1 sort=name) (it 0)

3% WD PEEF R - LA —1 IP it
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# Greenbone Z =% Admin admin | £
) Secunty — Tue Apr 12 03:26:05 2016 UTC

O O e o Ty
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SecInfo ¥ .5

£5
. PANE B ECETETES

Bae

iinz 3
A=

B F‘lﬂ' @ |wm

Immediate scan of IP 172.16.34.146 7320 | 0 (1) fahdid

5380080000000

VApply to page contents u o ¥

(RZFARE3E23: apply_overrides=1 rows=10 first=1 sort=name) S - Greenbone s PR —— | Sy
ﬁ Security Assistant

Tue Apr 12 03:26:10 2016 UTC

SecInfo ¥E

e BW1-1/1 1) R BE EETETE? ©
s & | % | "B@u

apply_overrides=0 first=1 rows=-1 sort=name

L —
-M--:..z__

Immediate

;gi:pr AR (T scan of IP [ 100 (m) | 10 3 39 0
172.16.34.146

VApply to page contents B a a

F 10 2030000000000 0080000030000 00303000000s0ssassRRIENS
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5380080000000

F 10 2030000000000 0080000030000 00303000000s0ssassRRIENS

99 s tm RS

#& Greenbone
2’ Security Assistant

SecInfo ¥

~iR&E: 22 WP 1-59/59 (&it:84) B P E N P

3E8%: sort-reverse=severity result_hosts_only=1 min_cvss_base= min_god= le @ (? ]

H%)R Admin admin | F8

Tue Apr 12 03:26:22 2016 UTC

-BE8

an m[m[ras @]
X Server [ 10.0 (W)  WWARD)
PostgreSQL weak password : 75%
PostgreSQL Multiple Security Vulnerabilities : 75%
phpMyAdmin Code Injection and XSS Vulnerability 75%

phpMyAdmin BLOB Streaming Multiple Input Validation
Vulnerabilities

75%
phpMyAdmin Configuration File PHP Code Injection Vulnerability 75%
phpinfo() output accessible 80%
PostgreSQL Multiple Security Vulnerabilities 75%

PostgreSQL NULL Character CA SSL Certificate Validation Security

0,
Bypass Vulnerability e

PostgreSQL 'bitsubstr' Buffer Overflow Vulnerability 75%

PostgreSQL 'intarray' Module 'gettoken()' Buffer Overflow

0,
Vulnerability e

PostgreSQL PL/Perl and PL/Tcl Local Privilege Escalation

0,
Vulnerability i
PostgreSQL 'RESET ALL' Unauthorized Access Vulnerability 75%

phpMyAdmin Unspecified SQL Injection and Cross Site Scripting

0,
Vulnerabilities 75%

phpMyAdmin SQL bookmark XSS Vulnerability 75%

172.16.34.146
172.16.34.146
172.16.34.146
172.16.34.146

172.16.34.146

172.16.34.146
172.16.34.146
172.16.34.146

172.16.34.146

172.16.34.146

172.16.34.146

172.16.34.146

172.16.34.146

172.16.34.146

172.16.34.146

6000/tcp
5432/tcp
5432/tcp
80/tcp

80/tcp

80/tcp
80/tcp
5432/tcp

5432/tcp
5432/tcp

5432/tcp

5432/tcp
5432/tcp
80/tcp

80/tcp

E N T
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LR

X 3020200000000 00

SEniEIHIRS

ﬂ‘ Greenbone 5% Admin admin | 348
24 Security Assistant

Tue Apr 12 03:32:20 2016 UTC

R SecInfo HE #EEh

zrym@ S W

£%%: Immediate scan of IP 172.16.34.146 ID: 6f82cee8-bf8a-4767-a020-9f1043e48ebb

_nm—m-

PostgreSQL weak password 75% 172.16.34.146 5432/tcp
HE

It was possible to login into the remote PostgreSQL as user postgres using weak credentials.

i AR

It was possible to login as user postgres with password "postgres".

BAAR

Change the password as soon as possible.

i AR 75 A
1#1%: PostgreSQL weak password (OID: 1.3.6.1.4.1.25623.1.0.103552)

{EAARAS: $Revision: 12 $




Metasploit Framework

(ymetasploit




FiE Metasploit

B
BRI
B
o # N |SfCOﬂSOle PP PR PP
HRHRAR R
FRR R
HRRAR AR
B HRRERERR #
BERE  #E
BHE HRE
HEEE BHR
HH# BRI S
BRI
BHRB B
SRR B
HRRBRR AR ##
HRABRAH #H#
BRI BRI
BRI HHRHRH
HHRIRRR HRRRR S
B HHRRR
#H# BB
BHRERE SRR
B
B O#  #E E #
SRR
## # ##
https://metasploit.com

=[ metasploit v4.17.9-dev
--=[ 1806 exploits - 1027 auxiliary - 312 post
--=[ 539 payloads - 42 encoders - 10 nops

--=[ Free Metasploit Pro trial: http://r-7.co/trymsp

]
]
]
]




Metasploit Console Basic

e Search for module:
o msf > search [regex]

e Specity and exploit to use:

o msf > use exploit/[ExploitPath]

e Specify a Payload to use:

o msf > set PAYLOAD [PayloadPath]




R N T R

PLIFIPINRLEND

2200000009000

s 3000

2120030000030 0 0

Metasploit Console
Basic (cont.)

e Show options for the current modules:

e msf > show options

® Set options:

o mstf > set [Option| [Value

e Start exploit:

e mst > exploit

msf exploit(

) > show options

Module options (exploit/windows/smb/msl7 010 eternalblue):

Name
GroomAllocations
GroomDelta
MaxExploitAttempts
ProcessName
Proxies

RHOST

RPORT

SMBDomain
SMBPass

SMBUser
VerifyArch
VerifyTarget

Exploit target:

Current Setting Required Description

spoolsv.exe

yes
yes
yes
no
yes
yes
no
no
no

Initial number of times to groom the kernel pool.
The amount to increase the groom count by per try.
The number of times to retry the exploit.

Process to inject payload into.

A proxy chain of format type:host:port[,type:host:port][...

The target address

The target port (TCP)

(Optional) The Windows domain to use for authentication
(Optional) The password for the specified username
(Optional) The username to authenticate as

Check if remote architecture matches exploit Target.
Check if remote 0S matches exploit Target.
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